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Summary

CVE CVE-2007-4473

State PUBLIC

Assigner cert@cert.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-12-17 21:46:00 UTC

Updated 2017-07-29 01:32:00 UTC

Description Gesytec Easylon OPC Server before 2.3.44 does not properly validate server handles, which allows remote attackers to execute arbitrary code or cause a denial of service via unspecified network traffic to the OLE for Process Control (OPC) interface, probably related to free operations on arbitrary memory addresses through certain Remove functions, and read and write operations on arbitrary memory addresses through certain Set, Read, and Write functions.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Gesytec Easylon Opc Server 2.30.32 All All All

Application Gesytec Easylon Opc Server 2.30.32 All All All

References

Reference Source Link Tags

Gesytec Easylon OPC Server Handle Validation Vulnerability - Advisories - Secunia SECUNIA secunia.com

www.neutralbit.com/downloads/NB-NB-001-EXT-OPC%20Security%20Testing.pdf MISC www.neutralbit.com

VU#205073 - Gesytec Easylon OPC Server fails to properly validate OPC server handles CERT-VN www.kb.cert.org Patch, US Government Resource

Easylon OPC Server Arbitrary Code Execution Vulnerability BID www.securityfocus.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

neutralbit - R&D services for Information Security providers MISC www.neutralbit.com

42650 OSVDB osvdb.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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