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The tipafriend function in eZ publish before 3.8.9, and 3.9 before 3.9.3, does not limit access by anonymous users, which a

| 1|

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application

Application

Vendor Product Version Update Edition Language
Ez Ez Publish 3.9.0 All All All
Ez Ez Publish 3.9.1 All All All
Ez Ez Publish 3.9.2 All All All
Ez Ez Publish 3.9.0 All All All
Ez Ez Publish 3.9.1 All All All
Ez Ez Publish 3.9.2 All All All
Ez Ez Publish All All All All

References

Reference Source Link Tags
eZ Publish Two Security Bypass Vulnerabilities - Advisories - Community SECUNIA  secunia.com

Changelog 3.9.2 to 3.9.3 / eZ publish 3.9 / Changelogs CONFIRM  ez.no Patch
Changelog 3.8.8 to 3.8.9 / eZ Publish 3.8 / Changelogs CONFIRM  ez.no

eZ Publish Tipafriend Function Open Email Relay Vulnerability BID www.securityfocus.com

eZ Publish security fixes 3.9.3 and 3.8.9 / News / Developer CONFIRM  ez.no

40325 OSVDB osvdb.org
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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