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Summary

CVE CVE-2007-4496

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-09-21 19:17:00 UTC

Updated 2019-08-01 12:21:00 UTC

Description Unspecified vulnerability in EMC VMware Workstation before 5.5.5 Build 56455 and 6.x before 6.0.1 Build 55017, Player before 1.0.5 Build 56455 and Player 2 before 2.0.1 Build 55017, ACE before 1.0.3 Build 54075 and ACE 2 before 2.0.1 Build 55017, and Server before 1.0.4 Build 56528 allows authenticated users with administrative privileges on a guest operating system to corrupt memory and possibly execute arbitrary code on the host operating system via unspecified vectors.

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 6.06 All All All

Operating System Canonical Ubuntu Linux 6.10 All All All

Operating System Canonical Ubuntu Linux 7.04 All All All

Operating System Canonical Ubuntu Linux 6.06 All All All

Operating System Canonical Ubuntu Linux 6.10 All All All

Operating System Canonical Ubuntu Linux 7.04 All All All

Application Vmware Ace All All All All

Application Vmware Ace All All All All

Application Vmware Player All All All All

Application Vmware Player All All All All

Application Vmware Server All All All All

Application Vmware Workstation All All All All

Application Vmware Workstation All All All All
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USN-543-1: VMWare vulnerabilities | Ubuntu UBUNTU www.ubuntu.com
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VMware Server Release Notes CONFIRM www.vmware.com

Gentoo Linux Documentation -- VMware Workstation and Player: Multiple vulnerabilities GENTOO security.gentoo.org
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CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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