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CVE CVE-2007-4526
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-08-25 00:17:00 UTC
Updated 2018-09-27 21:30:00 UTC
Description The Client Login Extension (CLE) in Novell Identity Manager before 3.5.1 20070730 stores the username and password in .
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Risk And Classification

Problem Types: CWE-255

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Netiq Identity Manager All All All All
Application Novell Client Login Extension Cle All All All All
Application Novell Client Login Extension Cle All All All All
Application Novell Client Login Extension Cle All All All All

References
Reference Source Link
IBM X-Force Exchange XF exchange.xforce.ibmcloud.com
Novell Identity Manager May Disclose Passwords to Local Users - Security Tracker SECTRACK  securitytracker.com
secure-support.novell.com/KanisaPlatform/Publishing/177/3329402_f.SAL_Public.html CONFIRM secure-support.novell.com

Novell Identity Manager Client Login Extension Information Disclosure - Advisories - Secunia SECUNIA secunia.com

37320 OSVDB osvdb.org

Novell Identity Manager Client Login Extension Local Information Disclosure Vulnerability BID www.securityfocus.com
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

CVE Program record CVE.ORG WWW.CVe.org

NVD vulnerability detail NVD nvd.nist.gov
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https://cve.report/
https://cve.report/CVE-2007-4526/mitre
https://cve.report/CVE-2007-4526/nist
https://cve.report/CVE-2007-4526/cve_org
https://cve.report/api/cve/CVE-2007-4526.json
https://cve.report/CVE-2007-4526.pdf
http://cve.report/vendor/netiq
http://cve.report/software/netiq/identity_manager
http://cve.report/vendor/novell
http://cve.report/software/novell/client_login_extension_cle
http://cve.report/vendor/novell
http://cve.report/software/novell/client_login_extension_cle
http://cve.report/vendor/novell
http://cve.report/software/novell/client_login_extension_cle
https://exchange.xforce.ibmcloud.com/vulnerabilities/36215
http://securitytracker.com/id?1018602
https://secure-support.novell.com/KanisaPlatform/Publishing/177/3329402_f.SAL_Public.html
http://secunia.com/advisories/26555
http://osvdb.org/37320
http://www.securityfocus.com/bid/25420
http://www.vupen.com/english/advisories/2007/2957
https://www.cve.org/CVERecord?id=CVE-2007-4526
https://nvd.nist.gov/vuln/detail/CVE-2007-4526

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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