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Summary

CVE CVE-2007-4533

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-08-25 00:17:00 UTC

Updated 2017-07-29 01:33:00 UTC

Description Format string vulnerability in the Say command in sv_main.cpp in Vavoom 1.24 and earlier allows remote attackers to execute arbitrary code via format string specifiers in a chat message, related to a call to the BroadcastPrintf function.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Vavoom Vavoom All All All All

References

Reference Source Link Tags

Vavoom Multiple Vulnerabilities - Advisories - Secunia SECUNIA secunia.com Vendor Advisory

aluigi.altervista.org/adv/vaboom2-adv.txt MISC aluigi.altervista.org Exploit

Fedora update for vavoom - Advisories - Secunia SECUNIA secunia.com

[SECURITY] Fedora 7 Update: vavoom-1.24-3.fc7 FEDORA www.redhat.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Vavoom Multiple Remote Vulnerabilities BID www.securityfocus.com

SecurityReason - Vavoom <= 1.24 Multiple vulnerabilities SREASON securityreason.com

Bug 256621 – CVE-2007-453{3,4,5} Vavoom multiple vulnerabilities MISC bugzilla.redhat.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

https://cve.report/
https://cve.report/CVE-2007-4533/mitre
https://cve.report/CVE-2007-4533/nist
https://cve.report/CVE-2007-4533/cve_org
https://cve.report/api/cve/CVE-2007-4533.json
https://cve.report/CVE-2007-4533.pdf
http://cve.report/vendor/vavoom
http://cve.report/software/vavoom/vavoom
http://secunia.com/advisories/26554
http://aluigi.altervista.org/adv/vaboom2-adv.txt
http://secunia.com/advisories/26701
https://www.redhat.com/archives/fedora-package-announce/2007-September/msg00094.html
https://exchange.xforce.ibmcloud.com/vulnerabilities/36247
http://www.securityfocus.com/bid/25436
http://securityreason.com/securityalert/3057
https://bugzilla.redhat.com/show_bug.cgi?id=256621
https://www.cve.org/CVERecord?id=CVE-2007-4533
https://nvd.nist.gov/vuln/detail/CVE-2007-4533


There are currently no legacy QID mappings associated with this CVE.
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