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Summary

CVE CVE-2007-4539

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-08-27 21:17:00 UTC

Updated 2018-10-15 21:35:00 UTC

Description The WebService (XML-RPC) interface in Bugzilla 2.23.3 through 3.0.0 does not enforce permissions for the time-tracking fields of bugs, which allows remote attackers to obtain sensitive information via certain XML-RPC requests, as demonstrated by the (1) Deadline and (2) Estimated Time fields.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mozilla Bugzilla 2.23.3 All All All

Application Mozilla Bugzilla 2.23.4 All All All

Application Mozilla Bugzilla 2.4 All All All

Application Mozilla Bugzilla 2.6 All All All

Application Mozilla Bugzilla 2.8 All All All

Application Mozilla Bugzilla 2.9 All All All

Application Mozilla Bugzilla 3.0.0 All All All

Application Mozilla Bugzilla 2.23.3 All All All

Application Mozilla Bugzilla 2.23.4 All All All

Application Mozilla Bugzilla 2.4 All All All

Application Mozilla Bugzilla 2.6 All All All

Application Mozilla Bugzilla 2.8 All All All

Application Mozilla Bugzilla 2.9 All All All

Application Mozilla Bugzilla 3.0.0 All All All
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SecurityTracker.com Archives - Bugzilla Bugs Let Remote Users Inject Commands, Obtain Restricted Information, and Conduct Cross-Site Scripting Attacks

2.20.4, 2.22.2, and 3.0 Security Advisory :: Bugzilla :: bugzilla.org

IBM X-Force Exchange

Bugzilla Security Issue and Multiple Vulnerabilities - Advisories - Secunia

SecurityFocus

Bugzilla Multiple Remote Vulnerabilities

Gentoo Linux Documentation -- Bugzilla: Multiple vulnerabilities

382056 – [SECURITY] Bugzilla::Webservice::Bug->get_bugs() doesn't check if the user is in the timetracking group when returning data

37202

Webmail | OVH- OVH

Gentoo update for bugzilla - Secunia Advisories - Vulnerability Information - Secunia.com

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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