CVE

State

Assigner
Source Priority
Published
Updated

Description

/

CVE-2007-4539

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE-2007-4539

PUBLIC

cve@mitre.org

CVE Program / NVD first with legacy fallback
2007-08-27 21:17:00 UTC

2018-10-15 21:35:00 UTC

The WebService (XML-RPC) interface in Bugzilla 2.23.3 through 3.0.0 does not enforce permissions for the time-tracking fi
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Risk And Classification

Problem Types: CWE-264
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References

Vendor Product Version Update Edition Language
Mozilla Bugzilla 2.23.3 All All All
Mozilla Bugzilla 2.23.4 All All All
Mozilla Bugzilla 2.4 All All All
Mozilla Bugzilla 2.6 All All All
Mozilla Bugzilla 2.8 All All All
Mozilla Bugzilla 29 All All All
Mozilla Bugzilla 3.0.0 All All All
Mozilla Bugzilla 2.23.3 All All All
Mozilla Bugzilla 2.23.4 All All All
Mozilla Bugzilla 2.4 All All All
Mozilla Bugzilla 2.6 All All All
Mozilla Bugzilla 2.8 All All All
Mozilla Bugzilla 2.9 All All All
Mozilla Bugzilla 3.0.0 All All All
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SecurityFocus
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Gentoo Linux Documentation -- Bugzilla: Multiple vulnerabilities

382056 — [SECURITY] Bugzilla::Webservice::Bug->get_bugs() doesn't check if the user is in the timetracking group when returning data
37202
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CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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