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Cross-site scripting (XSS) vulnerability in enter_bug.cgi in Bugzilla 2.17.1 through 2.20.4, 2.22.x before 2.22.3, and 3.x befc
| i

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Mozilla Bugzilla 2171 All All All
Mozilla Bugzilla 2.17.3 All All All
Mozilla Bugzilla 217.4 All All All
Mozilla Bugzilla 2175 All All All
Mozilla Bugzilla 2.17.6 All All All
Mozilla Bugzilla 2177 All All All
Mozilla Bugzilla 2.18 All All All
Mozilla Bugzilla 2.18 rci All All
Mozilla Bugzilla 2.18 rc2 All All
Mozilla Bugzilla 2.18 rc3 All All
Mozilla Bugzilla 2.18.1 All All All
Mozilla Bugzilla 2.18.2 All All All
Mozilla Bugzilla 2.18.3 All All All
Mozilla Bugzilla 2.18.4 All All All
Mozilla Bugzilla 2.18.5 All All All
Mozilla Bugzilla 2.19 All All All

Mozilla Bugzilla 2.19.1 All All All
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Application Mozilla Bugzilla 2.20.1 All All All
Application Mozilla Bugzilla 2.20.2 All All All
Application Mozilla Bugzilla 2.20.3 All All All
Application Mozilla Bugzilla 2.22 All All All
Application Mozilla Bugzilla 2.22 rcl All All
Application Mozilla Bugzilla 2.22.1 All All All
Application Mozilla Bugzilla 2.22.2 All All All
Application Mozilla Bugzilla 3.0.0 All All All
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SecurityTracker.com Archives - Bugzilla Bugs Let Remote Users Inject Commands, Obtain Restricted Information, and Conduct Cross-Site Sc
2.20.4, 2.22.2, and 3.0 Security Advisory :: Bugzilla :: bugzilla.org

37201

Bugzilla Security Issue and Multiple Vulnerabilities - Advisories - Secunia

SecurityFocus

Bugzilla Multiple Remote Vulnerabilities

Gentoo Linux Documentation -- Bugzilla: Multiple vulnerabilities

IBM X-Force Exchange

386942 — [SECURITY] User Agent text should be HTML escaped

Webmail | OVH- OVH

Gentoo update for bugzilla - Secunia Advisories - Vulnerability Information - Secunia.com
CVE Program record

NVD vulnerability detail

R R

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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