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Summary

CVE CVE-2007-4568

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-10-05 21:17:00 UTC

Updated 2023-02-13 02:18:00 UTC

Description Integer overflow in the build_range function in X.Org X Font Server (xfs) before 1.0.5 allows context-dependent attackers to execute arbitrary code via (1) QueryXBitmaps and (2) QueryXExtents protocol requests with crafted size values, which triggers a heap-based buffer overflow.

Risk And Classification

Problem Types: CWE-119 | CWE-189

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application X.org X Font Server 1.0.1 All All All

Application X.org X Font Server 1.0.2 All All All

Application X.org X Font Server 1.0.4 All All All

Application X.org X Font Server 1.0.1 All All All

Application X.org X Font Server 1.0.2 All All All

Application X.org X Font Server 1.0.4 All All All
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rhn.redhat.com | Red Hat Support REDHAT
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SUSE update for XOrg - Advisories - Secunia SECUNIA

281921 – (CVE-2007-4568) CVE-2007-4568 xfs integer overflow in the build_range function MISC

rPath update for xorg-x11 - Advisories - Secunia SECUNIA

Red Hat Customer Portal MISC

Red Hat Customer Portal MISC
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Debian update for xfs - Advisories - Secunia SECUNIA
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CVE Program record CVE.ORG

NVD vulnerability detail NVD

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2007-10-08 Mark J Cox Red Hat is aware of this issue and is tracking it via the following bug: https://bugzilla.redhat.com/bugzilla/show_bug.cgi?id=CVE-2007-4568 The Red Hat Security Response Team has rated this issue as having low security impact, a future update may address this flaw.

There are currently no legacy QID mappings associated with this CVE.
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