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CVE CVE-2007-4588
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-08-29 01:17:00 UTC
Updated 2026-04-23 00:35:47 UTC
Description Multiple cross-site scripting (XSS) vulnerabilities in InterWorx Hosting Control Panel (InterWorx-CP) Server Admin Level (N

/ ]

Risk And Classification

Primary CVSS: v2.0 4.3 from nvd@nist.gov

AV:N/AC:M/Au:N/C:N/I:P/A:N

Problem Types: CWE-79 | n/a

CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity

\uthentication

Sonfidentiality

ntegrity

\vailability

AV:N/AC:M/Au:N/C:N/I:P/A:N

w [0

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Interworx Web Control Panel 3.0.2 All All All


https://cve.report/
https://cve.report/CVE-2007-4588/mitre
https://cve.report/CVE-2007-4588/nist
https://cve.report/CVE-2007-4588/cve_org
https://cve.report/api/cve/CVE-2007-4588.json
https://cve.report/CVE-2007-4588.pdf
http://cve.report/vendor/interworx
http://cve.report/software/interworx/web_control_panel

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

References

Reference

osvdb.org/36745

osvdb.org/36744

osvdb.org/36747

osvdb.org/36746

osvdb.org/36740

[HSC] InterWorx-CP Multiple HTMI Injection Vulnerabilities : Hackers Center : Internet Security Archive: Exploits, Patch, Security Articles, Adv
osvdb.org/36742

IBM X-Force Exchange

osvdb.org/36743

SecurityReason - InterWorx-CP Multiple HTML Injections Vulnerabilitie
InterWorx-CP SiteWorx and NodeWorx Multiple Cross-Site Scripting Vulnerabilities
osvdb.org/36748

osvdb.org/36749

osvdb.org/36739

osvdb.org/36751

osvdb.org/36765

InterWorx-CP Multiple Cross-Site Scripting - Advisories - Secunia
osvdb.org/36750

osvdb.org/36764

IBM X-Force Exchange

osvdb.org/36753

osvdb.org/36766

osvdb.org/36752

osvdb.org/36761

osvdb.org/36755

InterWorx-CP Version 3.0.3 Released - InterWorx

osvdb.org/36756

osvdb.org/36762

osvdb.org/36757
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http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://osvdb.org/36745
http://osvdb.org/36744
http://osvdb.org/36747
http://osvdb.org/36746
http://osvdb.org/36740
http://www.hackerscenter.com/archive/view.asp?id=27884
http://osvdb.org/36742
https://exchange.xforce.ibmcloud.com/vulnerabilities/36301
http://osvdb.org/36743
http://securityreason.com/securityalert/3070
http://www.securityfocus.com/bid/25451
http://osvdb.org/36748
http://osvdb.org/36749
http://osvdb.org/36739
http://osvdb.org/36751
http://osvdb.org/36765
http://secunia.com/advisories/26586
http://osvdb.org/36750
http://osvdb.org/36764
https://exchange.xforce.ibmcloud.com/vulnerabilities/36297
http://osvdb.org/36753
http://osvdb.org/36766
http://osvdb.org/36752
http://osvdb.org/36761
http://osvdb.org/36755
http://interworx.com/forums/showthread.php?t=2501
http://osvdb.org/36756
http://osvdb.org/36762
http://osvdb.org/36757

0OSVvUD.0ryg/sorsoo
SecurityFocus
osvdb.org/36759
osvdb.org/36758
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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