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Summary

CVE CVE-2007-4601

State PUBLIC

Assigner security@ubuntu.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-08-30 22:17:00 UTC

Updated 2017-07-29 01:33:00 UTC

Description A regression error in tcp-wrappers 7.6.dbs-10 and 7.6.dbs-11 might allow remote attackers to bypass intended access restrictions when a service uses libwrap but does not specify server connection information.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Ubuntu Ubuntu Linux 7.04 All All All

Operating System Ubuntu Ubuntu Linux 7.04 All All All

References

Reference Source Link Tags

#405342 - libwrap0: hosts.deny becomes useless - Debian Bug report logs MISC bugs.debian.org

Bug #135332 “TCP wrapper not working ?” : Bugs : “tcp-wrappers” package : Ubuntu MISC launchpad.net

USN-507-1: tcp-wrappers vulnerability | Ubuntu UBUNTU www.ubuntu.com Patch

Ubuntu update for tcp-wrappers - Advisories - Secunia SECUNIA secunia.com

40140 OSVDB osvdb.org

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2007-08-31 Mark J Cox Not vulnerable. This issue was specific to a patch from Debian project and did not affect versions of tcp_wrappers packages as shipped with Red Hat Enterprise Linux.
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There are currently no legacy QID mappings associated with this CVE.
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