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Description

/ ]

Risk And Classification

Multiple integer overflows in Free Lossless Audio Codec (FLAC) libFLAC before 1.2.1, as used in Winamp before 5.5 and o
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Problem Types: CWE-189

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition
Application Flac Libflac All All All
Application Nullsoft Winamp All All All

Language
All

All

References

Reference

Red Hat update for flac - Advisories - Secunia

Gentoo update for flac - Advisories - Secunia

VLC Media Player ActiveX Plugin and FLAC Vulnerabilities - Advisories - Secunia
FLAC Integer Overflow Lets Remote Users Execute Arbitrary Code - SecurityTracker
FLAC libFLAC Multiple Unspecified Integer Overflow Vulnerabilities

FLAC Media File Processing Multiple Vulnerabilities - Advisories - Secunia

IBM X-Force Exchange

USN-540-1: flac vulnerability | Ubuntu

FLAC - changelog

Mandriva update for flac - Advisories - Secunia

Support / Security / Advisories / / MDKSA-2007:214 | Mandriva
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[SECURITY] Fedora 7 Update: flac-1.2.1-1.fc7

issues.rpath.com/browse/RPL-1873

Winamp FLAC Integer Overflow and MP4 Buffer Overflow Vulnerabilities - Advisories - Secunia

Fedora update for flac - Advisories - Secunia

SUSE Update for Multiple Packages - Advisories - Secunia
Advisories:rPSA-2007-0243 - rPath Wiki

rPath update for flac - Advisories - Secunia

Webmail - OVH

Debian -- Security Information -- DSA-1469-1 flac

Repository / Oval Repository

rhn.redhat.com | Red Hat Support

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
[security-announce] SUSE Security Summary Report SUSE-SR:2007:022
Ubuntu update for flac - Advisories - Secunia

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
332571 — CVE-2007-4619 FLAC Integer overflows [F7]

331991 — (CVE-2007-4619) CVE-2007-4619 FLAC Integer overflows
Debian update for flac - Advisories - Secunia

FLAC: Buffer overflow — Gentoo Linux Documentation
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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