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Summary

CVE CVE-2007-4629

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-08-31 01:17:00 UTC

Updated 2016-06-15 16:28:00 UTC

Description Buffer overflow in the processLine function in maptemplate.c in MapServer before 4.10.3 allows attackers to cause a denial of service and possibly execute arbitrary code via a mapfile with a long layer name, group name, or metadata entry name.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application University Of Minnesota Mapserver All All All All

References

Reference Source Link Tags

Debian update for mapserver - Advisories - Secunia SECUNIA secunia.com

Debian -- Security Information -- DSA-1539-1 mapserver DEBIAN www.debian.org

SecurityReason - MapServer Buffer Overflow and Multiple Cross Site Scripting Vulnerabilities SREASON securityreason.com

Change Log for MapServer 5.0.0 — UMN MapServer CONFIRM mapserver.gis.umn.edu Patch

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

Bug 272081 – CVE-2007-4629 Buffer overflow via long strings passed to mapserver MISC bugzilla.redhat.com

Fedora update for mapserver - Advisories - Secunia SECUNIA secunia.com

#2252 (Possible buffer overflow in template processing) - MapServer - Trac CONFIRM trac.osgeo.org

MapServer Multiple Remote Vulnerabilities BID www.securityfocus.com

[SECURITY] Fedora 7 Update: mapserver-4.10.3-2.fc7 FEDORA www.redhat.com

MapServer Multiple Vulnerabilities - Advisories - Secunia SECUNIA secunia.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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