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Summary

CVE CVE-2007-4631

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-08-31 22:17:00 UTC

Updated 2017-07-29 01:33:00 UTC

Description The DataLoader::doStart function in dataloader.cpp in QGit 1.5.6 and other versions up to 2pre1 allows local users to overwrite arbitrary files and execute arbitrary code via a symlink attack on temporary files with predictable filenames.

Risk And Classification

Problem Types: CWE-59

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Qgit Qgit 1.5.6_2pre1 All All All

Application Qgit Qgit 1.5.6_2pre1 All All All

References

Reference Source

IBM X-Force Exchange XF

Gentoo Bug 190697 - dev-util/qgit < 1.5.7: Insecure temp file creation and/or "qprocess" USE-flag feature request (CVE-2007-4631) CONFIRM

Page not found - SourceForge.net CONFIRM

Fedora update for qgit - Advisories - Secunia SECUNIA

Gentoo Linux Documentation -- QGit: Insecure temporary file creation GENTOO

QGit DataLoader::doStart Function Local Privilege Escalation Vulnerability BID

QGit viewer download | SourceForge.net CONFIRM

Bug 268381 – CVE-2007-4631 QGit insecure temporary file usage MISC

404 Not Found FEDORA

QGit "DataLoader::doStart()" Insecure Temporary Files - Advisories - Secunia SECUNIA

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

Gentoo update for qgit - Advisories - Secunia SECUNIA
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http://secunia.com/advisories/27098


CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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