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Summary

CVE CVE-2007-4642

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-08-31 23:17:00 UTC

Updated 2018-10-15 21:36:00 UTC

Description Multiple buffer overflows in Doomsday (aka deng) 1.9.0-beta5.1 and earlier allow remote attackers to execute arbitrary code via a long chat (PKT_CHAT) message that is not properly handled by the (1) D_NetPlayerEvent function in d_net.c or the (2) Msg_Write function in net_msg.c, or (3) many commands that are not properly handled by the NetSv_ReadCommands function in d_netsv.c; or (4) cause a denial of service (daemon crash) via a chat (PKT_CHAT) message without a final '\0' character.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Doomsday Doomsday All All All All

References

Reference Source Link

aluigi.altervista.org/adv/dumsdei-adv.txt MISC aluigi.altervista.org

Doomsday Multiple Vulnerabilities - Advisories - Secunia SECUNIA secunia.com

SecurityFocus BUGTRAQ www.securityfocus.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Gentoo doomsday Multiple Vulnerabilities - Advisories - Secunia SECUNIA secunia.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Gentoo Linux Documentation -- Doomsday: Multiple vulnerabilities GENTOO security.gentoo.org

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Gentoo Bug 190835 - games-fps/doomsday < 1.9.0-beta5.2 Multiple Vulnerabilities (CVE-2007-{4642,4643,4644}) CONFIRM bugs.gentoo.org

SecurityReason - Multiple vulnerabilities in Doomsday 1.9.0-beta5.1 SREASON securityreason.com

Direct Link MISC aluigi.org

Doomsday Engine Multiple Remote Vulnerabilities BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org

https://cve.report/
https://cve.report/CVE-2007-4642/mitre
https://cve.report/CVE-2007-4642/nist
https://cve.report/CVE-2007-4642/cve_org
https://cve.report/api/cve/CVE-2007-4642.json
https://cve.report/CVE-2007-4642.pdf
http://cve.report/vendor/doomsday
http://cve.report/software/doomsday/doomsday
http://aluigi.altervista.org/adv/dumsdei-adv.txt
http://secunia.com/advisories/26524
http://www.securityfocus.com/archive/1/478077/100/0/threaded
https://exchange.xforce.ibmcloud.com/vulnerabilities/36333
http://secunia.com/advisories/28821
https://exchange.xforce.ibmcloud.com/vulnerabilities/36332
http://security.gentoo.org/glsa/glsa-200802-02.xml
https://exchange.xforce.ibmcloud.com/vulnerabilities/36334
http://bugs.gentoo.org/show_bug.cgi?id=190835
http://securityreason.com/securityalert/3084
http://aluigi.org/poc/dumsdei.zip
http://www.securityfocus.com/bid/25483
https://www.cve.org/CVERecord?id=CVE-2007-4642


NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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