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Summary

CVE CVE-2007-4648

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-08-31 23:17:00 UTC

Updated 2018-10-15 21:36:00 UTC

Description The nvcoaft51 driver in Norman Virus Control (NVC) 5.82 uses weak permissions (unrestricted write access) for the NvcOa device, which allows local users to gain privileges by (1) triggering a buffer overflow in a kernel pool via a string argument to ioctl 0xBF67201C; or by (2) sending a crafted KEVENT structure through ioctl 0xBF672028 to overwrite arbitrary memory locations.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Norman Norman Virus Control 5.82 All All All

Application Norman Norman Virus Control 5.82 All All All

References

Reference Source Link

Norman Virus Control nvcoaft51.sys Driver Bugs Let Local Users Gain System Privileges - SecurityTracker SECTRACK www.securitytracker.com

www.48bits.com/exploits/nvc.rar MISC www.48bits.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

SecurityFocus BUGTRAQ www.securityfocus.com

Norman Virus Control NVCOAFT51.SYS Driver Multiple Vulnerabilities BID www.securityfocus.com

Multiple vulnerabilities in Norman NVC 5.82 driver - CXSecurity.com SREASON securityreason.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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