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Summary

CVE CVE-2007-4665

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-09-04 22:17:00 UTC

Updated 2017-07-29 01:33:00 UTC

Description Unspecified vulnerability in the server in Firebird before 2.0.2 allows remote attackers to cause a denial of service (daemon crash) via an XNET session that makes multiple simultaneous requests to register events, aka CORE-1403.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Firebirdsql Firebird All All All All

References

Reference

404 Not Found

Debian firebird2 Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com

Firebird Multiple Vulnerabilities - Advisories - Secunia

Page not found - SourceForge.net

Firebird: Firebird 2.0

IBM X-Force Exchange

[#CORE-1403] Server crashes if a few events are being registered simultaneously by the client connected via XNET - Firebird RDBMS Issue Tracker

Debian -- Security Information -- DSA-1529-1 firebird

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Firebird Multiple Vulnerabilities

CVE Program record

NVD vulnerability detail

https://cve.report/
https://cve.report/CVE-2007-4665/mitre
https://cve.report/CVE-2007-4665/nist
https://cve.report/CVE-2007-4665/cve_org
https://cve.report/CVE-2007-4665.pdf
http://cve.report/vendor/firebirdsql
http://cve.report/software/firebirdsql/firebird
http://www.firebirdsql.org/rlsnotes/Firebird-2.0.2-ReleaseNotes.pdf
http://secunia.com/advisories/29501
http://secunia.com/advisories/26615
http://sourceforge.net/project/shownotes.php?release_id=535898
http://www.firebirdsql.org/index.php?op=files&id=engine_202
https://exchange.xforce.ibmcloud.com/vulnerabilities/36353
http://tracker.firebirdsql.org/browse/CORE-1403
http://www.debian.org/security/2008/dsa-1529
http://www.vupen.com/english/advisories/2007/3021
http://www.securityfocus.com/bid/25497
https://www.cve.org/CVERecord?id=CVE-2007-4665
https://nvd.nist.gov/vuln/detail/CVE-2007-4665


No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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