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Summary

CVE CVE-2007-4727

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-09-12 19:17:00 UTC

Updated 2018-10-15 21:37:00 UTC

Description Buffer overflow in the fcgi_env_add function in mod_proxy_backend_fastcgi.c in the mod_fastcgi extension in lighttpd before 1.4.18 allows remote attackers to overwrite arbitrary CGI variables and execute arbitrary code via an HTTP request with a long content length, as demonstrated by overwriting the SCRIPT_FILENAME variable, aka a "header overflow."

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Lighttpd Lighttpd All All All All

References

Reference Source Link

lighttpd mod_fastcgi PHP Header Overflow - Advisories - Secunia SECUNIA secunia.com

SecurityFocus BUGTRAQ www.securityfocus.com

284511 – (CVE-2007-4727) CVE-2007-4727 FastCGI header overrun in lighttpd's mod_fastcgi MISC bugzilla.redhat.com

404 Not Found FEDORA fedoranews.org

issues.rpath.com/browse/RPL-1715 CONFIRM issues.rpath.com

SUSE Update for Multiple Packages - Advisories - Secunia SECUNIA secunia.com

rPath update for lighttpd - Advisories - Secunia SECUNIA secunia.com

Lighttpd FastCGI Remote Vulnerability MISC secweb.se

Lighttpd Mod_FastCGI Request Headers Remote Header Overflow Vulnerability BID www.securityfocus.com

Changeset 1986 - lighttpd - secure, fast, compliant, and very flexible web-server - Trac CONFIRM trac.lighttpd.net

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

www.lighttpd.net/assets/2007/9/9/lighttpd_sa_2007_12.txt CONFIRM www.lighttpd.net
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Gentoo Linux Documentation -- Lighttpd: Buffer overflow GENTOO www.gentoo.org

Security Announcement SUSE www.novell.com

Fedora update for lighttpd - Advisories - Secunia SECUNIA secunia.com

SecurityReason - Lighttpd FastCGI Remote Vulnerability SREASON securityreason.com

Gentoo update for lighttpd - Advisories - Secunia SECUNIA secunia.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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