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Summary

CVE CVE-2007-4758

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-09-08 10:17:00 UTC

Updated 2011-03-08 02:59:00 UTC

Description Multiple buffer overflows in the image-processing APIs in Cosminexus Developer's Kit for Java in Cosminexus 4 through 7 allow remote attackers to cause a denial of service or execute arbitrary code via unspecified vectors.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Hitachi Ucosminexus Application Server Enterprise 07_00 All aix All

Application Hitachi Ucosminexus Application Server Enterprise 07_00 All hpux_ipf All

Application Hitachi Ucosminexus Application Server Enterprise 07_00 All linux All

Application Hitachi Ucosminexus Application Server Enterprise 07_00 All solaris All

Application Hitachi Ucosminexus Application Server Enterprise 07_00 All windows All

Application Hitachi Ucosminexus Application Server Enterprise 07_00_01 All linux All

Application Hitachi Ucosminexus Application Server Enterprise 07_00_01 All solaris All

Application Hitachi Ucosminexus Application Server Enterprise 07_00_01 All windows All

Application Hitachi Ucosminexus Application Server Enterprise 07_00_02 All windows All

Application Hitachi Ucosminexus Application Server Enterprise 07_00_03 All windows All

Application Hitachi Ucosminexus Application Server Enterprise 07_10 All aix All

Application Hitachi Ucosminexus Application Server Enterprise 07_10 All hpux All

Application Hitachi Ucosminexus Application Server Enterprise 07_10 All hpux_ipf All

Application Hitachi Ucosminexus Application Server Enterprise 07_10 All linux All

Application Hitachi Ucosminexus Application Server Enterprise 07_10 All linux_ipf All

Application Hitachi Ucosminexus Application Server Enterprise 07_10 All windows All

Application Hitachi Ucosminexus Application Server Enterprise 07_10_01 All hpux_ipf All
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Application Hitachi Ucosminexus Application Server Enterprise 07_10_01 All hpux_ipf All

Application Hitachi Ucosminexus Application Server Enterprise 07_10_01 All linux_ipf All

Application Hitachi Ucosminexus Application Server Enterprise 07_10_01 All windows All

Application Hitachi Ucosminexus Application Server Enterprise 7_20 All windows All

Application Hitachi Ucosminexus Application Server Enterprise 7_20_01 All windows All

Application Hitachi Ucosminexus Application Server Enterprise 07_00 All aix All

Application Hitachi Ucosminexus Application Server Enterprise 07_00 All hpux_ipf All

Application Hitachi Ucosminexus Application Server Enterprise 07_00 All linux All

Application Hitachi Ucosminexus Application Server Enterprise 07_00 All solaris All

Application Hitachi Ucosminexus Application Server Enterprise 07_00 All windows All

Application Hitachi Ucosminexus Application Server Enterprise 07_00_01 All linux All

Application Hitachi Ucosminexus Application Server Enterprise 07_00_01 All solaris All

Application Hitachi Ucosminexus Application Server Enterprise 07_00_01 All windows All

Application Hitachi Ucosminexus Application Server Enterprise 07_00_02 All windows All

Application Hitachi Ucosminexus Application Server Enterprise 07_00_03 All windows All

Application Hitachi Ucosminexus Application Server Enterprise 07_10 All aix All

Application Hitachi Ucosminexus Application Server Enterprise 07_10 All hpux All

Application Hitachi Ucosminexus Application Server Enterprise 07_10 All hpux_ipf All

Application Hitachi Ucosminexus Application Server Enterprise 07_10 All linux All

Application Hitachi Ucosminexus Application Server Enterprise 07_10 All linux_ipf All

Application Hitachi Ucosminexus Application Server Enterprise 07_10 All windows All

Application Hitachi Ucosminexus Application Server Enterprise 07_10_01 All hpux_ipf All

Application Hitachi Ucosminexus Application Server Enterprise 07_10_01 All linux_ipf All

Application Hitachi Ucosminexus Application Server Enterprise 07_10_01 All windows All

Application Hitachi Ucosminexus Application Server Enterprise 7_20 All windows All

Application Hitachi Ucosminexus Application Server Enterprise 7_20_01 All windows All

Application Hitachi Ucosminexus Application Server Standard 07_00 All aix All

Application Hitachi Ucosminexus Application Server Standard 07_00 All hpux_ipf All

Application Hitachi Ucosminexus Application Server Standard 07_00 All linux All

Application Hitachi Ucosminexus Application Server Standard 07_00 All solaris All

Application Hitachi Ucosminexus Application Server Standard 07_00 All windows All

Application Hitachi Ucosminexus Application Server Standard 07_00_01 All hpux_ipf All

Application Hitachi Ucosminexus Application Server Standard 07_00_01 All liniux All

Application Hitachi Ucosminexus Application Server Standard 07_00_01 All solaris All

Application Hitachi Ucosminexus Application Server Standard 07_00_01 All windows All

Application Hitachi Ucosminexus Application Server Standard 07_00_02 All windows All
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Application Hitachi Ucosminexus Application Server Standard 07_00_03 All windows All

Application Hitachi Ucosminexus Application Server Standard 07_10 All aix All

Application Hitachi Ucosminexus Application Server Standard 07_10 All hpux All

Application Hitachi Ucosminexus Application Server Standard 07_10 All hpux_ipf All

Application Hitachi Ucosminexus Application Server Standard 07_10 All linux All

Application Hitachi Ucosminexus Application Server Standard 07_10 All linux_ipf All

Application Hitachi Ucosminexus Application Server Standard 07_10 All windows All

Application Hitachi Ucosminexus Application Server Standard 7_10_01 All hpux_ipf All

Application Hitachi Ucosminexus Application Server Standard 7_10_01 All linux_ipf All

Application Hitachi Ucosminexus Application Server Standard 7_10_01 All windows All

Application Hitachi Ucosminexus Application Server Standard 7_20 All windows All

Application Hitachi Ucosminexus Application Server Standard 7_20_01 All windows All

Application Hitachi Ucosminexus Application Server Standard 07_00 All aix All

Application Hitachi Ucosminexus Application Server Standard 07_00 All hpux_ipf All

Application Hitachi Ucosminexus Application Server Standard 07_00 All linux All

Application Hitachi Ucosminexus Application Server Standard 07_00 All solaris All

Application Hitachi Ucosminexus Application Server Standard 07_00 All windows All

Application Hitachi Ucosminexus Application Server Standard 07_00_01 All hpux_ipf All

Application Hitachi Ucosminexus Application Server Standard 07_00_01 All liniux All

Application Hitachi Ucosminexus Application Server Standard 07_00_01 All solaris All

Application Hitachi Ucosminexus Application Server Standard 07_00_01 All windows All

Application Hitachi Ucosminexus Application Server Standard 07_00_02 All windows All

Application Hitachi Ucosminexus Application Server Standard 07_00_03 All windows All

Application Hitachi Ucosminexus Application Server Standard 07_10 All aix All

Application Hitachi Ucosminexus Application Server Standard 07_10 All hpux All

Application Hitachi Ucosminexus Application Server Standard 07_10 All hpux_ipf All

Application Hitachi Ucosminexus Application Server Standard 07_10 All linux All

Application Hitachi Ucosminexus Application Server Standard 07_10 All linux_ipf All

Application Hitachi Ucosminexus Application Server Standard 07_10 All windows All

Application Hitachi Ucosminexus Application Server Standard 7_10_01 All hpux_ipf All

Application Hitachi Ucosminexus Application Server Standard 7_10_01 All linux_ipf All

Application Hitachi Ucosminexus Application Server Standard 7_10_01 All windows All

Application Hitachi Ucosminexus Application Server Standard 7_20 All windows All

Application Hitachi Ucosminexus Application Server Standard 7_20_01 All windows All

Application Hitachi Ucosminexus Service Platform 07_00 All linux All

Application Hitachi Ucosminexus Service Platform 07_00 All windows All

http://cve.report/vendor/hitachi
http://cve.report/software/hitachi/ucosminexus_application_server_standard
http://cve.report/vendor/hitachi
http://cve.report/software/hitachi/ucosminexus_application_server_standard
http://cve.report/vendor/hitachi
http://cve.report/software/hitachi/ucosminexus_application_server_standard
http://cve.report/vendor/hitachi
http://cve.report/software/hitachi/ucosminexus_application_server_standard
http://cve.report/vendor/hitachi
http://cve.report/software/hitachi/ucosminexus_application_server_standard
http://cve.report/vendor/hitachi
http://cve.report/software/hitachi/ucosminexus_application_server_standard
http://cve.report/vendor/hitachi
http://cve.report/software/hitachi/ucosminexus_application_server_standard
http://cve.report/vendor/hitachi
http://cve.report/software/hitachi/ucosminexus_application_server_standard
http://cve.report/vendor/hitachi
http://cve.report/software/hitachi/ucosminexus_application_server_standard
http://cve.report/vendor/hitachi
http://cve.report/software/hitachi/ucosminexus_application_server_standard
http://cve.report/vendor/hitachi
http://cve.report/software/hitachi/ucosminexus_application_server_standard
http://cve.report/vendor/hitachi
http://cve.report/software/hitachi/ucosminexus_application_server_standard
http://cve.report/vendor/hitachi
http://cve.report/software/hitachi/ucosminexus_application_server_standard
http://cve.report/vendor/hitachi
http://cve.report/software/hitachi/ucosminexus_application_server_standard
http://cve.report/vendor/hitachi
http://cve.report/software/hitachi/ucosminexus_application_server_standard
http://cve.report/vendor/hitachi
http://cve.report/software/hitachi/ucosminexus_application_server_standard
http://cve.report/vendor/hitachi
http://cve.report/software/hitachi/ucosminexus_application_server_standard
http://cve.report/vendor/hitachi
http://cve.report/software/hitachi/ucosminexus_application_server_standard
http://cve.report/vendor/hitachi
http://cve.report/software/hitachi/ucosminexus_application_server_standard
http://cve.report/vendor/hitachi
http://cve.report/software/hitachi/ucosminexus_application_server_standard
http://cve.report/vendor/hitachi
http://cve.report/software/hitachi/ucosminexus_application_server_standard
http://cve.report/vendor/hitachi
http://cve.report/software/hitachi/ucosminexus_application_server_standard
http://cve.report/vendor/hitachi
http://cve.report/software/hitachi/ucosminexus_application_server_standard
http://cve.report/vendor/hitachi
http://cve.report/software/hitachi/ucosminexus_application_server_standard
http://cve.report/vendor/hitachi
http://cve.report/software/hitachi/ucosminexus_application_server_standard
http://cve.report/vendor/hitachi
http://cve.report/software/hitachi/ucosminexus_application_server_standard
http://cve.report/vendor/hitachi
http://cve.report/software/hitachi/ucosminexus_application_server_standard
http://cve.report/vendor/hitachi
http://cve.report/software/hitachi/ucosminexus_application_server_standard
http://cve.report/vendor/hitachi
http://cve.report/software/hitachi/ucosminexus_application_server_standard
http://cve.report/vendor/hitachi
http://cve.report/software/hitachi/ucosminexus_application_server_standard
http://cve.report/vendor/hitachi
http://cve.report/software/hitachi/ucosminexus_application_server_standard
http://cve.report/vendor/hitachi
http://cve.report/software/hitachi/ucosminexus_application_server_standard
http://cve.report/vendor/hitachi
http://cve.report/software/hitachi/ucosminexus_application_server_standard
http://cve.report/vendor/hitachi
http://cve.report/software/hitachi/ucosminexus_application_server_standard
http://cve.report/vendor/hitachi
http://cve.report/software/hitachi/ucosminexus_service_platform


Application Hitachi Ucosminexus Service Platform 07_00 All windows All

Application Hitachi Ucosminexus Service Platform 07_00_01 All linux All

Application Hitachi Ucosminexus Service Platform 07_00_01 All windows All

Application Hitachi Ucosminexus Service Platform 07_00_02 All windows All

Application Hitachi Ucosminexus Service Platform 07_00_03 All windows All

Application Hitachi Ucosminexus Service Platform 07_10 All linux All

Application Hitachi Ucosminexus Service Platform 07_10 All linux_ipf All

Application Hitachi Ucosminexus Service Platform 07_10 All windows All

Application Hitachi Ucosminexus Service Platform 07_10_01 All linux_ipf All

Application Hitachi Ucosminexus Service Platform 07_10_01 All windows All

Application Hitachi Ucosminexus Service Platform 07_20 All windows All

Application Hitachi Ucosminexus Service Platform 7_20_01 All windows All

Application Hitachi Ucosminexus Service Platform 07_00 All linux All

Application Hitachi Ucosminexus Service Platform 07_00 All windows All

Application Hitachi Ucosminexus Service Platform 07_00_01 All linux All

Application Hitachi Ucosminexus Service Platform 07_00_01 All windows All

Application Hitachi Ucosminexus Service Platform 07_00_02 All windows All

Application Hitachi Ucosminexus Service Platform 07_00_03 All windows All

Application Hitachi Ucosminexus Service Platform 07_10 All linux All

Application Hitachi Ucosminexus Service Platform 07_10 All linux_ipf All

Application Hitachi Ucosminexus Service Platform 07_10 All windows All

Application Hitachi Ucosminexus Service Platform 07_10_01 All linux_ipf All

Application Hitachi Ucosminexus Service Platform 07_10_01 All windows All

Application Hitachi Ucosminexus Service Platform 07_20 All windows All

Application Hitachi Ucosminexus Service Platform 7_20_01 All windows All

References

Reference Source

Hitachi Cosminexus Products DoS and Buffer Overflow Vulnerabilities - Advisories - Secunia SECUNIA

Buffer Overflow and DoS Vulnerabilities in Cosminexus and Processing Kit for XML: Software Vulnerability Information: Software: Hitachi CONFIRM

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

37857 OSVDB

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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