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Summary

CVE CVE-2007-4760

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-09-08 10:17:00 UTC

Updated 2017-07-29 01:33:00 UTC

Description The javadoc tool in Cosminexus Developer's Kit for Java in Cosminexus 7 and 7.5 can generate HTML documents that contain cross-site scripting (XSS) vulnerabilities, which allows remote attackers to inject arbitrary web script or HTML via unspecified vectors. 

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Hitachi Ucosminexus Application Server Enterprise 07_00 All aix All

Application Hitachi Ucosminexus Application Server Enterprise 07_00 All hpux_ipf All

Application Hitachi Ucosminexus Application Server Enterprise 07_00 All linux All

Application Hitachi Ucosminexus Application Server Enterprise 07_00 All solaris All

Application Hitachi Ucosminexus Application Server Enterprise 07_00 All windows All

Application Hitachi Ucosminexus Application Server Enterprise 07_00_01 All linux All

Application Hitachi Ucosminexus Application Server Enterprise 07_00_01 All solaris All

Application Hitachi Ucosminexus Application Server Enterprise 07_00_01 All windows All

Application Hitachi Ucosminexus Application Server Enterprise 07_00_02 All windows All

Application Hitachi Ucosminexus Application Server Enterprise 07_00_03 All windows All

Application Hitachi Ucosminexus Application Server Enterprise 07_10 All aix All

Application Hitachi Ucosminexus Application Server Enterprise 07_10 All hpux All

Application Hitachi Ucosminexus Application Server Enterprise 07_10 All hpux_ipf All

Application Hitachi Ucosminexus Application Server Enterprise 07_10 All linux All

Application Hitachi Ucosminexus Application Server Enterprise 07_10 All linux_ipf All

Application Hitachi Ucosminexus Application Server Enterprise 07_10 All windows All

Application Hitachi Ucosminexus Application Server Enterprise 07_10_01 All hpux_ipf All
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Application Hitachi Ucosminexus Application Server Enterprise 07_10_01 All hpux_ipf All

Application Hitachi Ucosminexus Application Server Enterprise 07_10_01 All linux_ipf All

Application Hitachi Ucosminexus Application Server Enterprise 07_10_01 All windows All

Application Hitachi Ucosminexus Application Server Enterprise 7_20 All windows All

Application Hitachi Ucosminexus Application Server Enterprise 7_20_01 All windows All

Application Hitachi Ucosminexus Application Server Enterprise 07_00 All aix All

Application Hitachi Ucosminexus Application Server Enterprise 07_00 All hpux_ipf All

Application Hitachi Ucosminexus Application Server Enterprise 07_00 All linux All

Application Hitachi Ucosminexus Application Server Enterprise 07_00 All solaris All

Application Hitachi Ucosminexus Application Server Enterprise 07_00 All windows All

Application Hitachi Ucosminexus Application Server Enterprise 07_00_01 All linux All

Application Hitachi Ucosminexus Application Server Enterprise 07_00_01 All solaris All

Application Hitachi Ucosminexus Application Server Enterprise 07_00_01 All windows All

Application Hitachi Ucosminexus Application Server Enterprise 07_00_02 All windows All

Application Hitachi Ucosminexus Application Server Enterprise 07_00_03 All windows All

Application Hitachi Ucosminexus Application Server Enterprise 07_10 All aix All

Application Hitachi Ucosminexus Application Server Enterprise 07_10 All hpux All

Application Hitachi Ucosminexus Application Server Enterprise 07_10 All hpux_ipf All

Application Hitachi Ucosminexus Application Server Enterprise 07_10 All linux All

Application Hitachi Ucosminexus Application Server Enterprise 07_10 All linux_ipf All

Application Hitachi Ucosminexus Application Server Enterprise 07_10 All windows All

Application Hitachi Ucosminexus Application Server Enterprise 07_10_01 All hpux_ipf All

Application Hitachi Ucosminexus Application Server Enterprise 07_10_01 All linux_ipf All

Application Hitachi Ucosminexus Application Server Enterprise 07_10_01 All windows All

Application Hitachi Ucosminexus Application Server Enterprise 7_20 All windows All

Application Hitachi Ucosminexus Application Server Enterprise 7_20_01 All windows All

Application Hitachi Ucosminexus Application Server Standard 07_00 All aix All

Application Hitachi Ucosminexus Application Server Standard 07_00 All hpux_ipf All

Application Hitachi Ucosminexus Application Server Standard 07_00 All linux All

Application Hitachi Ucosminexus Application Server Standard 07_00 All solaris All

Application Hitachi Ucosminexus Application Server Standard 07_00 All windows All

Application Hitachi Ucosminexus Application Server Standard 07_00_01 All hpux_ipf All

Application Hitachi Ucosminexus Application Server Standard 07_00_01 All liniux All

Application Hitachi Ucosminexus Application Server Standard 07_00_01 All solaris All

Application Hitachi Ucosminexus Application Server Standard 07_00_01 All windows All

Application Hitachi Ucosminexus Application Server Standard 07_00_02 All windows All
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Application Hitachi Ucosminexus Application Server Standard 07_00_03 All windows All

Application Hitachi Ucosminexus Application Server Standard 07_10 All aix All

Application Hitachi Ucosminexus Application Server Standard 07_10 All hpux All

Application Hitachi Ucosminexus Application Server Standard 07_10 All hpux_ipf All

Application Hitachi Ucosminexus Application Server Standard 07_10 All linux All

Application Hitachi Ucosminexus Application Server Standard 07_10 All linux_ipf All

Application Hitachi Ucosminexus Application Server Standard 07_10 All windows All

Application Hitachi Ucosminexus Application Server Standard 7_10_01 All hpux_ipf All

Application Hitachi Ucosminexus Application Server Standard 7_10_01 All linux_ipf All

Application Hitachi Ucosminexus Application Server Standard 7_10_01 All windows All

Application Hitachi Ucosminexus Application Server Standard 7_20 All windows All

Application Hitachi Ucosminexus Application Server Standard 7_20_01 All windows All

Application Hitachi Ucosminexus Application Server Standard 07_00 All aix All

Application Hitachi Ucosminexus Application Server Standard 07_00 All hpux_ipf All

Application Hitachi Ucosminexus Application Server Standard 07_00 All linux All

Application Hitachi Ucosminexus Application Server Standard 07_00 All solaris All

Application Hitachi Ucosminexus Application Server Standard 07_00 All windows All

Application Hitachi Ucosminexus Application Server Standard 07_00_01 All hpux_ipf All

Application Hitachi Ucosminexus Application Server Standard 07_00_01 All liniux All

Application Hitachi Ucosminexus Application Server Standard 07_00_01 All solaris All

Application Hitachi Ucosminexus Application Server Standard 07_00_01 All windows All

Application Hitachi Ucosminexus Application Server Standard 07_00_02 All windows All

Application Hitachi Ucosminexus Application Server Standard 07_00_03 All windows All

Application Hitachi Ucosminexus Application Server Standard 07_10 All aix All

Application Hitachi Ucosminexus Application Server Standard 07_10 All hpux All

Application Hitachi Ucosminexus Application Server Standard 07_10 All hpux_ipf All

Application Hitachi Ucosminexus Application Server Standard 07_10 All linux All

Application Hitachi Ucosminexus Application Server Standard 07_10 All linux_ipf All

Application Hitachi Ucosminexus Application Server Standard 07_10 All windows All

Application Hitachi Ucosminexus Application Server Standard 7_10_01 All hpux_ipf All

Application Hitachi Ucosminexus Application Server Standard 7_10_01 All linux_ipf All

Application Hitachi Ucosminexus Application Server Standard 7_10_01 All windows All

Application Hitachi Ucosminexus Application Server Standard 7_20 All windows All

Application Hitachi Ucosminexus Application Server Standard 7_20_01 All windows All

Application Hitachi Ucosminexus Developer Standard 07_00 All windows All

Application Hitachi Ucosminexus Developer Standard 07_00_01 All windows All
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Application Hitachi Ucosminexus Developer Standard 07_00_01 All windows All

Application Hitachi Ucosminexus Developer Standard 07_00_02 All windows All

Application Hitachi Ucosminexus Developer Standard 07_00_03 All windows All

Application Hitachi Ucosminexus Developer Standard 07_10 All windows All

Application Hitachi Ucosminexus Developer Standard 07_10_01 All windows All

Application Hitachi Ucosminexus Developer Standard 07_20 All windows All

Application Hitachi Ucosminexus Developer Standard 07_20_01 All windows All

Application Hitachi Ucosminexus Developer Standard 07_50 All windows All

Application Hitachi Ucosminexus Developer Standard 07_00 All windows All

Application Hitachi Ucosminexus Developer Standard 07_00_01 All windows All

Application Hitachi Ucosminexus Developer Standard 07_00_02 All windows All

Application Hitachi Ucosminexus Developer Standard 07_00_03 All windows All

Application Hitachi Ucosminexus Developer Standard 07_10 All windows All

Application Hitachi Ucosminexus Developer Standard 07_10_01 All windows All

Application Hitachi Ucosminexus Developer Standard 07_20 All windows All

Application Hitachi Ucosminexus Developer Standard 07_20_01 All windows All

Application Hitachi Ucosminexus Developer Standard 07_50 All windows All

Application Hitachi Ucosminexus Service Platform 07_00 All linux All

Application Hitachi Ucosminexus Service Platform 07_00 All windows All

Application Hitachi Ucosminexus Service Platform 07_00_01 All linux All

Application Hitachi Ucosminexus Service Platform 07_00_01 All windows All

Application Hitachi Ucosminexus Service Platform 07_00_02 All windows All

Application Hitachi Ucosminexus Service Platform 07_00_03 All windows All

Application Hitachi Ucosminexus Service Platform 07_10 All linux All

Application Hitachi Ucosminexus Service Platform 07_10 All linux_ipf All

Application Hitachi Ucosminexus Service Platform 07_10 All windows All

Application Hitachi Ucosminexus Service Platform 07_10_01 All linux_ipf All

Application Hitachi Ucosminexus Service Platform 07_10_01 All windows All

Application Hitachi Ucosminexus Service Platform 07_20 All windows All

Application Hitachi Ucosminexus Service Platform 7_20_01 All windows All

Application Hitachi Ucosminexus Service Platform 07_00 All linux All

Application Hitachi Ucosminexus Service Platform 07_00 All windows All

Application Hitachi Ucosminexus Service Platform 07_00_01 All linux All

Application Hitachi Ucosminexus Service Platform 07_00_01 All windows All

Application Hitachi Ucosminexus Service Platform 07_00_02 All windows All

Application Hitachi Ucosminexus Service Platform 07_00_03 All windows All
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Application Hitachi Ucosminexus Service Platform 07_10 All linux All

Application Hitachi Ucosminexus Service Platform 07_10 All linux_ipf All

Application Hitachi Ucosminexus Service Platform 07_10 All windows All

Application Hitachi Ucosminexus Service Platform 07_10_01 All linux_ipf All

Application Hitachi Ucosminexus Service Platform 07_10_01 All windows All

Application Hitachi Ucosminexus Service Platform 07_20 All windows All

Application Hitachi Ucosminexus Service Platform 7_20_01 All windows All
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