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CVE CVE-2007-4768
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-11-07 23:46:00 UTC
Updated 2026-04-23 00:35:47 UTC
Description Heap-based buffer overflow in Perl-Compatible Regular Expression (PCRE) library before 7.3 allows context-dependent att

/ |

Risk And Classification

Primary CVSS: v2.0 6.8 from nvd@nist.gov

AV:N/AC:M/Au:N/C:P/I:P/A:P

Problem Types: CWE-119 | n/a

CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Pcre Pcre All All All All


https://cve.report/
https://cve.report/CVE-2007-4768/mitre
https://cve.report/CVE-2007-4768/nist
https://cve.report/CVE-2007-4768/cve_org
https://cve.report/api/cve/CVE-2007-4768.json
https://cve.report/CVE-2007-4768.pdf
http://cve.report/vendor/pcre
http://cve.report/software/pcre/pcre

Application Pcre Pcre All All All All

Application Pcre Pcre All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Na N/a affected n/a Not specified
Reference

SecurityFocus

SecurityTracker.com Archives - Adobe Flash Player Bugs Let Remote Users Execute Arbitrary Code, Scan Ports, and Conduct HTTP Reques
sunsolve.sun.com/search/document.do

PCRE Regular Expression Library Multiple Security Vulnerabilities

Gentoo update for pcre - Advisories - Secunia

Gentoo Bug 198976 - dev-lang/R < 2.2.1-r1 Multiple issues in embedded PCRE

PCRE Multiple Vulnerabilities - Advisories - Secunia

Chicken: Multiple vulnerabilities — Gentoo Linux Documentation

US-CERT Technical Cyber Security Alert TA07-352A -- Apple Updates for Multiple Vulnerabilities

Debian -- Security Information -- DSA-1570-1 kazehakase

Gentoo update for chicken - Advisories - Secunia

SUSE update for flash-player - Advisories - Secunia

Chicken PCRE Buffer Overflow Vulnerability - Advisories - Secunia

Gentoo Linux Documentation -- PCRE: Multiple vulnerabilities

Webmail - OVH

rhn.redhat.com | Red Hat Support

Mac OS X Security Update Fixes Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com
Sun Solaris Adobe Reader Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com
Webmail - OVH

Adobe - Security Advisories : APSB08-13: Security Update available for Adobe Reader and Acrobat 7 and 8

IBM X-Force Exchange

About Security Update 2008-002

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Adobe Flash Player Multiple Vulnerabilities - Advisories - Secunia

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Sun Solaris update for Adobe Flash Player - Secunia Advisories - Vulnerability Intelligence - Secunia.com

APPLE-SA-2007-12-17 Security Update 2007-009
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http://cve.report/vendor/pcre
http://cve.report/software/pcre/pcre
http://cve.report/vendor/pcre
http://cve.report/software/pcre/pcre
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://www.securityfocus.com/archive/1/483357/100/0/threaded
http://securitytracker.com/id?1019116
http://sunsolve.sun.com/search/document.do?assetkey=1-26-239286-1
http://www.securityfocus.com/bid/26346
http://secunia.com/advisories/27741
http://bugs.gentoo.org/show_bug.cgi?id=198976
http://secunia.com/advisories/27543
http://security.gentoo.org/glsa/glsa-200805-11.xml
http://www.us-cert.gov/cas/techalerts/TA07-352A.html
http://www.debian.org/security/2008/dsa-1570
http://secunia.com/advisories/30219
http://secunia.com/advisories/28213
http://secunia.com/advisories/30155
http://security.gentoo.org/glsa/glsa-200711-30.xml
http://www.vupen.com/english/advisories/2007/3725
http://www.redhat.com/support/errata/RHSA-2007-1126.html
http://secunia.com/advisories/29420
http://secunia.com/advisories/30840
http://www.vupen.com/english/advisories/2007/3790
http://www.adobe.com/support/security/bulletins/apsb08-13.html
https://exchange.xforce.ibmcloud.com/vulnerabilities/38278
http://docs.info.apple.com/article.html?artnum=307562
http://www.vupen.com/english/advisories/2007/4238
http://secunia.com/advisories/28161
http://www.vupen.com/english/advisories/2008/1966/references
http://secunia.com/advisories/30507
http://lists.apple.com/archives/security-announce/2007/Dec/msg00002.html

Qe upudle 101 newscdpe-ldsri - AQvVISOries - osecurild

About Security Update 2007-009

Gentoo update for kazehakase - Advisories - Secunia

Red Hat update for flash-plugin - Advisories - Secunia

US-CERT Technical Cyber Security Alert TA07-355A -- Adobe Updates for Multiple Vulnerabilities
Debian -- Security Information -- DSA-1399-1 pcre3

[SECURITY] Fedora 7 Update: pcre-7.3-3.fc7

Gentoo Linux Documentation -- R: Multiple vulnerabilities

rPath update for pcre - Advisories - Secunia

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
issues.rpath.com/browse/RPL-1738

APPLE-SA-2008-03-18 Security Update 2008-002

Debian update for kazehakase - Advisories - Secunia

Gentoo update for goffice - Advisories - Secunia

GLib 2.14.3

Fedora update for pcre - Secunia Advisories - Vulnerability Information - Secunia.com
Gentoo Linux Documentation -- GOffice: Multiple vulnerabilities
USN-547-1: PCRE vulnerabilities | Ubuntu security notices

Ubuntu update for pcre - Advisories - Secunia

Debian update for pcre3 - Advisories - Secunia

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
Repository / Oval Repository

Advisories | Mandriva

Adobe - Security Advisories : APSB07-20: Flash Player update available to address security vulnerabilities

[security-announce] SUSE Security Announcement: flash-player (SUSE-SA:20

Apple Mac OS X Security Update Fixes Multiple Vulnerabilities - Advisories - Secunia
Gentoo Linux Documentation -- Adobe Flash Player: Multiple vulnerabilities

Gentoo Linux Documentation -- Kazehakase: Multiple vulnerabilities

R PCRE Multiple Vulnerabilities - Advisories - Secunia

SecurityFocus

sunsolve.sun.com/search/document.do

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Gentoo update for R - Advisories - Secunia

CVE Program record

NVD vulnerability detail

4 |



http://secunia.com/advisories/28570
http://docs.info.apple.com/article.html?artnum=307179
http://secunia.com/advisories/28720
http://secunia.com/advisories/28157
http://www.us-cert.gov/cas/techalerts/TA07-355A.html
http://www.debian.org/security/2007/dsa-1399
https://www.redhat.com/archives/fedora-package-announce/2008-March/msg00181.html
http://security.gentoo.org/glsa/glsa-200801-02.xml
http://secunia.com/advisories/27554
http://www.vupen.com/english/advisories/2007/4258
https://issues.rpath.com/browse/RPL-1738
http://lists.apple.com/archives/security-announce/2008/Mar/msg00001.html
http://secunia.com/advisories/30106
http://secunia.com/advisories/28714
http://mail.gnome.org/archives/gtk-devel-list/2007-November/msg00022.html
http://secunia.com/advisories/29267
http://security.gentoo.org/glsa/glsa-200801-19.xml
https://usn.ubuntu.com/547-1/
http://secunia.com/advisories/27697
http://secunia.com/advisories/27538
http://www.vupen.com/english/advisories/2008/1724/references
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A9701
http://www.mandriva.com/security/advisories?name=MDKSA-2007:211
http://www.adobe.com/support/security/bulletins/apsb07-20.html
http://lists.opensuse.org/opensuse-security-announce/2007-12/msg00007.html
http://secunia.com/advisories/28136
http://www.gentoo.org/security/en/glsa/glsa-200801-07.xml
http://security.gentoo.org/glsa/glsa-200801-18.xml
http://secunia.com/advisories/28414
http://www.securityfocus.com/archive/1/483579/100/0/threaded
http://sunsolve.sun.com/search/document.do?assetkey=1-26-238305-1
http://www.vupen.com/english/advisories/2008/0924/references
http://secunia.com/advisories/28406
https://www.cve.org/CVERecord?id=CVE-2007-4768
https://nvd.nist.gov/vuln/detail/CVE-2007-4768

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
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