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Summary

CVE CVE-2007-4782

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-09-10 21:17:00 UTC

Updated 2018-10-15 21:38:00 UTC

Description PHP before 5.2.3 allows context-dependent attackers to cause a denial of service (application crash) via (1) a long string in the pattern parameter to the glob function; or (2) a long string in the string parameter to the fnmatch function, accompanied by a pattern parameter value with undefined characteristics, as demonstrated by a "*[1]e" value. 

Risk And Classification

Problem Types: CWE-94

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Php Php All All All All

References

Reference Source Link Tags

SecurityReason - PHP < 5.2.3 fnmatch() denial of service SREASON securityreason.com

USN-628-1: PHP vulnerabilities | Ubuntu UBUNTU www.ubuntu.com

Fedora update for php - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

rhn.redhat.com | Red Hat Support REDHAT www.redhat.com

About Secunia Research | Flexera SECUNIA secunia.com

rhn.redhat.com | Red Hat Support REDHAT www.redhat.com

Gentoo Linux Documentation -- PHP: Multiple vulnerabilities GENTOO www.gentoo.org

[security-announce] SUSE Security Announcement: php4, php5 (SUSE-SA:2008 SUSE lists.opensuse.org

38686 OSVDB osvdb.org

SUSE update for php4 and php5 - Advisories - Secunia SECUNIA secunia.com

Gentoo update for php - Advisories - Secunia SECUNIA secunia.com

Red Hat update for php - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com
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https://cve.report/CVE-2007-4782/mitre
https://cve.report/CVE-2007-4782/nist
https://cve.report/CVE-2007-4782/cve_org
https://cve.report/api/cve/CVE-2007-4782.json
https://cve.report/CVE-2007-4782.pdf
http://cve.report/vendor/php
http://cve.report/software/php/php
http://securityreason.com/securityalert/3109
http://www.ubuntu.com/usn/usn-628-1
http://secunia.com/advisories/30828
http://www.redhat.com/support/errata/RHSA-2008-0545.html
http://secunia.com/advisories/31200
http://www.redhat.com/support/errata/RHSA-2008-0582.html
http://www.gentoo.org/security/en/glsa/glsa-200710-02.xml
http://lists.opensuse.org/opensuse-security-announce/2008-01/msg00006.html
http://osvdb.org/38686
http://secunia.com/advisories/28658
http://secunia.com/advisories/27102
http://secunia.com/advisories/31119
https://exchange.xforce.ibmcloud.com/vulnerabilities/36461


IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Advisories | Mandriva MANDRIVA www.mandriva.com

Advisories | Mandriva MANDRIVA www.mandriva.com

SecurityFocus BUGTRAQ www.securityfocus.com

SecurityFocus BUGTRAQ www.securityfocus.com Exploit

SecurityFocus BUGTRAQ www.securityfocus.com

Repository / Oval Repository OVAL oval.cisecurity.org

rhn.redhat.com | Red Hat Support REDHAT www.redhat.com

[SECURITY] Fedora 8 Update: php-5.2.6-2.fc8 FEDORA www.redhat.com

rhn.redhat.com | Red Hat Support REDHAT www.redhat.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2007-09-12 Joshua Bressers We do not consider this to be a security issue. For more information please see http://bugzilla.redhat.com/bugzilla/show_bug.cgi?id=169857#c1 and http://www.php.net/security-note.php

There are currently no legacy QID mappings associated with this CVE.
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