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Summary

CVE CVE-2007-4786

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-09-10 21:17:00 UTC

Updated 2024-01-25 20:59:00 UTC

Description Cisco Adaptive Security Appliance (ASA) running PIX 7.0 before 7.0.7.1, 7.1 before 7.1.2.61, 7.2 before 7.2.2.34, and 8.0 before 8.0.2.11, when AAA is enabled, composes %ASA-5-111008 messages from the "test aaa" command with cleartext passwords and sends them over the network to a remote syslog server or places them in a local logging buffer, which allows context-dependent attackers to obtain sensitive information.

Risk And Classification

Problem Types: CWE-319

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cisco Adaptive Security Appliance Software All All All All

Operating System Cisco Adaptive Security Appliance Software All All All All

Application Cisco Adaptive Security Appliance Software All All All All

References

Reference Source Link

503 Service Unavailable MISC tools.cisco.com

Cisco Adaptive Security Appliance AAA Authentication Feature Information Disclosure Vulnerability BID www.securityfocus.com

Cisco Adaptive Security Appliance Password Logging Weakness - Advisories - Secunia SECUNIA secunia.com

Webmail - OVH VUPEN www.vupen.com

37499 OSVDB osvdb.org

US-CERT Vulnerability Note VU#563673 CERT-VN www.kb.cert.org

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Cisco Systems, Inc. Information for VU#563673 CONFIRM www.kb.cert.org

Cisco ASA Test Function Discloses AAA Passwords - SecurityTracker SECTRACK www.securitytracker.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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