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Summary

CVE CVE-2007-4790

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-09-10 21:17:00 UTC

Updated 2021-07-23 15:04:00 UTC

Description Stack-based buffer overflow in certain ActiveX controls in (1) FPOLE.OCX 6.0.8450.0 and (2) Foxtlib.ocx, as used in the Microsoft Visual FoxPro 6.0 fpole 1.0 Type Library; and Internet Explorer 5.01, 6 SP1 and SP2, and 7; allows remote attackers to execute arbitrary code via a long first argument to the FoxDoCmd function.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Microsoft Ie 5.01 All All All

Application Microsoft Ie 7 All All All

Application Microsoft Ie 5.01 All All All

Application Microsoft Ie 7 All All All

Application Microsoft Internet Explorer 5.01 All All All

Application Microsoft Internet Explorer 6 sp1 All All

Application Microsoft Internet Explorer 6 sp2 All All

Application Microsoft Internet Explorer 7 All All All

Application Microsoft Internet Explorer 6 sp1 All All

Application Microsoft Internet Explorer 6 sp2 All All

Application Microsoft Visual Foxpro 6.0 All All All

Application Microsoft Visual Foxpro 6.0 All All All
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Webmail - OVH

US-CERT Technical Cyber Security Alert TA08-043C -- Microsoft Updates for Multiple Vulnerabilities

Microsoft Visual FoxPro FPOLE.OCX ActiveX Control Buffer Overflow Vulnerability

SecurityTracker.com Archives - Microsoft Internet Explorer Buffer Overflow in Fox Pro ActiveX Control Lets Remote Users Execute Arbitrary Code

Microsoft Security Bulletin MS08-010 - Critical | Microsoft Docs

IBM X-Force Exchange

Microsoft Visual FoxPro 6.0 - FPOLE.OCX 6.0.8450.0 Remote (PoC) - Windows dos Exploit

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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