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Cross-site scripting (XSS) vulnerability in the API pretty-printing mode in MediaWiki 1.8.0 through 1.8.4, 1.9.0 through 1.9.3
| i

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type
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Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Mediawiki Mediawiki 1.10.0 All All All
Mediawiki Mediawiki 1.10.1 All All All
Mediawiki Mediawiki 1.11_development All All All
Mediawiki Mediawiki 1.8.0 All All All
Mediawiki Mediawiki 1.8.1 All All All
Mediawiki Mediawiki 1.8.2 All All All
Mediawiki Mediawiki 1.8.3 All All All
Mediawiki Mediawiki 1.8.4 All All All
Mediawiki Mediawiki 1.9.0 All All All
Mediawiki Mediawiki 1.9.1 All All All
Mediawiki Mediawiki 1.9.2 All All All
Mediawiki Mediawiki 1.9.3 All All All
Mediawiki Mediawiki 1.10.0 All All All
Mediawiki Mediawiki 1.10.1 All All All
Mediawiki Mediawiki 1.11_development All All All
Mediawiki Mediawiki 1.8.0 All All All
Mediawiki Mediawiki 1.8.1 All All All
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Application Mediawiki Mediawiki 1.8.2 All All All

Application Mediawiki Mediawiki 1.8.3 All All All

Application Mediawiki Mediawiki 1.8.4 All All All

Application Mediawiki Mediawiki 1.9.0 All All All

Application Mediawiki Mediawiki 1.9.1 All All All

Application Mediawiki Mediawiki 1.9.2 All All All

Application Mediawiki Mediawiki 1.9.3 All All All

Reference Source Link Tags

287881 — (CVE-2007-4828) CVE-2007-4828 mediawiki cross-site scripting vulnerability MISC bugzilla.redhat.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Fedora update for mediawiki - Advisories - Secunia SECUNIA  secunia.com

404 Not Found FEDORA  fedoranews.org

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

MediaWiki API Pretty-Printing Mode Cross-Site Scripting Vulnerability BID www.securityfocus.com

MediaWiki Cross-Site Scripting Vulnerability - Advisories - Secunia SECUNIA  secunia.com Patcl

[MediaWiki-announce] MediaWiki 1.11.0, 1.10.2, 1.9.4, 1.8.5 released MLIST lists.wikimedia.org Patcl

CVE Program record CVE.ORG www.cve.org cano

NVD vulnerability detail NVD nvd.nist.gov cano
4]

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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