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Summary

CVE CVE-2007-4829

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-11-02 16:46:00 UTC

Updated 2018-08-08 13:48:00 UTC

Description Directory traversal vulnerability in the Archive::Tar Perl module 1.36 and earlier allows user-assisted remote attackers to overwrite arbitrary files via a TAR archive that contains a file whose name is an absolute path or has ".." sequences.

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Archive tar_project archive tar

Application Archive tar_project archive\ \ tar

Operating System Canonical Ubuntu Linux 6.06 All All All

Operating System Canonical Ubuntu Linux 7.10 All All All

Operating System Canonical Ubuntu Linux 8.04 All All All

Operating System Canonical Ubuntu Linux 8.10 All All All

Operating System Canonical Ubuntu Linux 6.06 All All All

Operating System Canonical Ubuntu Linux 7.10 All All All

Operating System Canonical Ubuntu Linux 8.04 All All All

Operating System Canonical Ubuntu Linux 8.10 All All All

References

Reference Source Link Tags

Bug #30380 for Archive-Tar: directory traversal vulnerability in Archive-Tar MISC rt.cpan.org Mailing List, Third Party Advisory

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com Third Party Advisory, VDB Entry

295021 – (CVE-2007-4829) CVE-2007-4829 perl-Archive-Tar directory traversal flaws CONFIRM bugzilla.redhat.com Issue Tracking, Third Party Advisory

Ubuntu update for perl - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com Third Party Advisory
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http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://rt.cpan.org/Public/Bug/Display.html?id=30380
https://exchange.xforce.ibmcloud.com/vulnerabilities/38285
https://bugzilla.redhat.com/show_bug.cgi?id=295021
http://secunia.com/advisories/33314


Perl Archive::Tar Module Remote Directory Traversal Vulnerability BID www.securityfocus.com Third Party Advisory, VDB Entry

USN-700-1: Perl vulnerabilities | Ubuntu UBUNTU www.ubuntu.com Third Party Advisory

Repository / Oval Repository OVAL oval.cisecurity.org Third Party Advisory

issues.rpath.com/browse/RPL-1716 CONFIRM issues.rpath.com Broken Link

USN-700-2: Perl regression | Ubuntu UBUNTU www.ubuntu.com Third Party Advisory

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com Permissions Required

Archive::Tar: Directory traversal vulnerability — Gentoo Linux Documentation GENTOO www.gentoo.org Third Party Advisory

40410 OSVDB osvdb.org Broken Link

Bug #30380 for Archive-Tar: directory traversal vulnerability in Archive-Tar MISC rt.cpan.org Mailing List, Third Party Advisory

Security Advisory SA33116 - Gentoo update for Archive-Tar - Secunia SECUNIA secunia.com Third Party Advisory

Perl Archive::Tar Directory Traversal Vulnerability - Advisories - Secunia SECUNIA secunia.com Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |
Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

CVE.report and Source URL Uptime Status status.cve.report

http://www.securityfocus.com/bid/26355
http://www.ubuntu.com/usn/usn-700-1
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A11658
https://issues.rpath.com/browse/RPL-1716
http://www.ubuntu.com/usn/usn-700-2
http://www.vupen.com/english/advisories/2007/3755
http://www.gentoo.org/security/en/glsa/glsa-200812-10.xml
http://osvdb.org/40410
http://rt.cpan.org/Public/Bug/Display.html?id=29517
http://secunia.com/advisories/33116
http://secunia.com/advisories/27539
https://www.cve.org/CVERecord?id=CVE-2007-4829
https://nvd.nist.gov/vuln/detail/CVE-2007-4829
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report

	CVE-2007-4829
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References


