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Summary

CVE CVE-2007-4850

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-01-25 01:00:00 UTC

Updated 2018-10-15 21:38:00 UTC

Description curl/interface.c in the cURL library (aka libcurl) in PHP 5.2.4 and 5.2.5 allows context-dependent attackers to bypass safe_mode and open_basedir restrictions and read arbitrary files via a file:// request containing a \x00 sequence, a different vulnerability than CVE-2006-2563.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Php Php 5.2.4 All All All

Application Php Php 5.2.5 All All All

Application Php Php 5.2.4 All All All

Application Php Php 5.2.5 All All All

References

Reference Source

USN-628-1: PHP vulnerabilities | Ubuntu UBUNTU

oss-security - CVE Request (PHP) MLIST

Apple Mac OS X Security Update Fixes Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA

SecurityReason - PHP 5.2.5 cURL safe_mode bypass SREASONRES

About Secunia Research | Flexera SECUNIA

Apple Mac OS X Security Update Fixes Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA

RETIRED: Apple Mac OS X 2008-007 Multiple Security Vulnerabilities BID

SecurityReason - PHP 5.2.5 cURL safe_mode bypass SREASON

cvs.php.net/viewcvs.cgi/php-src/NEWS CONFIRM

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN
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http://secunia.com/advisories/31326
http://securityreason.com/achievement_securityalert/51
http://secunia.com/advisories/31200
http://secunia.com/advisories/32222
http://www.securityfocus.com/bid/31681
http://securityreason.com/securityalert/3562
http://cvs.php.net/viewcvs.cgi/php-src/NEWS?revision=1.2027.2.547.2.1047&view=markup
http://www.vupen.com/english/advisories/2008/1412


APPLE-SA-2008-07-31 Security Update 2008-005 APPLE

PHP 5.2.5 and Prior Versions Multiple Vulnerabilities BID

About Security Update 2008-007 CONFIRM

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

[Full-disclosure] PHP 5.2.5 cURL safe_mode bypass FULLDISC

PHP cURL 'safe mode' Security Bypass Vulnerability BID

Advisories:rPSA-2008-0178 - rPath Wiki CONFIRM

PHP Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA

APPLE-SA-2008-10-09 Security Update 2008-007 APPLE

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

SecurityFocus BUGTRAQ

IBM X-Force Exchange XF

IBM X-Force Exchange XF

Advisories | Mandriva MANDRIVA

Advisories | Mandriva MANDRIVA

About Secunia Research | Flexera SECUNIA

PHP: PHP 5 ChangeLog CONFIRM

SecurityFocus BUGTRAQ

CVE Program record CVE.ORG

NVD vulnerability detail NVD

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2009-09-30 Mark J Cox We do not consider these to be security issues. For more details see http://bugzilla.redhat.com/bugzilla/show_bug.cgi?id=169857#c1 and http://www.php.net/security-note.php

There are currently no legacy QID mappings associated with this CVE.
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