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Summary

CVE CVE-2007-4887

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-09-14 00:17:00 UTC

Updated 2018-10-15 21:38:00 UTC

Description The dl function in PHP 5.2.4 and earlier allows context-dependent attackers to cause a denial of service (application crash) via a long string in the library parameter. 

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Php Php All All All All

References

Reference

PHP: PHP 5 ChangeLog

PHP 5.2.4 and Prior Versions Multiple Vulnerabilities

About Security Update 2008-002

Gentoo Linux Documentation -- PHP: Multiple vulnerabilities

HP-UX update for Apache with PHP - Advisories - Secunia

PHP: PHP 5.2.5 Release Announcement

issues.rpath.com/browse/RPL-1943

Mac OS X Security Update Fixes Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com

SecurityFocus

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Gentoo update for php - Advisories - Secunia

SecurityFocus

SecurityFocus

https://cve.report/
https://cve.report/CVE-2007-4887/mitre
https://cve.report/CVE-2007-4887/nist
https://cve.report/CVE-2007-4887/cve_org
https://cve.report/api/cve/CVE-2007-4887.json
https://cve.report/CVE-2007-4887.pdf
http://cve.report/vendor/php
http://cve.report/software/php/php
http://www.php.net/ChangeLog-5.php#5.2.5
http://www.securityfocus.com/bid/26403
http://docs.info.apple.com/article.html?artnum=307562
http://www.gentoo.org/security/en/glsa/glsa-200710-02.xml
http://secunia.com/advisories/30040
http://www.php.net/releases/5_2_5.php
https://issues.rpath.com/browse/RPL-1943
http://secunia.com/advisories/29420
http://www.securityfocus.com/archive/1/478985/100/0/threaded
http://www.vupen.com/english/advisories/2008/0924/references
http://secunia.com/advisories/27102
http://www.securityfocus.com/archive/1/491693/100/0/threaded
http://www.securityfocus.com/archive/1/478988/100/0/threaded


Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Repository / Oval Repository

PHP <=5.2.4 extension_dir bypass & code exec & denial of service - windows version - CXSecurity.com

Advisories:rPSA-2007-0242 - rPath Wiki

HPSBUX02308 SSRT080010 rev.1 - HP-UX Running Apache, Remote Execution of Arbitrary Code - c01345501 - HP Business Support Center

HP-UX update for Apache - Advisories - Secunia

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

APPLE-SA-2008-03-18 Security Update 2008-002

rPath update for php5 - Advisories - Secunia

CVE Program record

NVD vulnerability detail

Vendor Comments And Credit

Organization Published Contributor Statement

Mandriva 2007-09-18 Vincent Danen Because the argument passed to the dl() function are always under the control of the author, Mandriva does not consider this a security issue.

Red Hat 2007-09-14 Mark J Cox The argument passed to the dl() function must always be under the control of the script author. We therefore do not consider this to be a security issue.

There are currently no legacy QID mappings associated with this CVE.
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