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CVE CVE-2007-4889
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Risk And Classification

Published 2007-09-14 01:17:00 UTC
Updated 2018-10-1521:38:00 UTC
Description The MySQL extension in PHP 5.2.4 and earlier allows remote attackers to bypass safe_mode and open_basedir restriction:

1|

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Php Mysqgl Extension All All All All
Application Php Mysql Extension All All All All
Application Php Php All All All All

References

Reference Source
PHP 5.2.4 <= various mysq|l functions safemode & open_basedir bypass - CXSecurity.com SREASON
SecurityFocus BUGTRAQ
IBM X-Force Exchange XF
SecurityFocus BUGTRAQ
SecurityFocus BUGTRAQ
CVE Program record CVE.ORG
NVD vulnerability detail NVD
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Link 1
securityreason.com
www.securityfocus.com
exchange.xforce.ibmcloud.com
www.securityfocus.com
www.securityfocus.com

WWW.cve.org

~

~

nvd.nist.gov

Vendor Comments And Credit

Organization Published Contributor Statement

Mandriva 2007-09-18 Vincent Danen Due to the nature of safe_mode and open_basedir restrictions, and in alignment with the PHP


https://cve.report/
https://cve.report/CVE-2007-4889/mitre
https://cve.report/CVE-2007-4889/nist
https://cve.report/CVE-2007-4889/cve_org
https://cve.report/CVE-2007-4889.pdf
http://cve.report/vendor/php
http://cve.report/software/php/mysql_extension
http://cve.report/vendor/php
http://cve.report/software/php/mysql_extension
http://cve.report/vendor/php
http://cve.report/software/php/php
http://securityreason.com/securityalert/3134
http://www.securityfocus.com/archive/1/479082/100/0/threaded
https://exchange.xforce.ibmcloud.com/vulnerabilities/36555
http://www.securityfocus.com/archive/1/479189/100/200/threaded
http://www.securityfocus.com/archive/1/479187/100/200/threaded
https://www.cve.org/CVERecord?id=CVE-2007-4889
https://nvd.nist.gov/vuln/detail/CVE-2007-4889

Red Hat 2007-09-14 Mark J Cox We do not consider these to be security issues. For more details see http:/bugzilla.redhat.cor

il | |

There are currently no legacy QID mappings associated with this CVE.
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