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CVE-2007-4894

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AUNACUAUNCPILPIAP Certain versions of Wordpress from Wordpress contain the following
’ vulnerability:

Multiple SQL injection vulnerabilities in Wordpress before 2.2.3 and
Wordpress multi-user (MU) before 1.2.5a allow remote attackers to
execute arbitrary SQL commands via the post_type parameter to the
pingback.extensions.getPingbacks method in the XMLRPC interface,
and other unspecified parameters related to "early database escaping"
and missing validation of "query string like parameters."

CVE-2007-4894 has been assigned by [f] cve@mitre.org to track the vulnerability

CVSS2 Score: 7.5-HIGH |

Access Access Authentication
Vector Complexity

NETWORK LoW [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link
Wordpress Script Insertion and SQL Injection Y SECUNIA 26771
Vulnerabilities - Advisories - Secunia
Fedora update for wordpress - Advisories - Secunia { SECUNIA 26796
web.archive.org
#4770 (Fix mt_allow_pings in metaWeblog.newPost ® CONFIRM trac.wordpress.org/ticket/4770
(XML-RPC)) - WordPress Trac - Trac
Webmail : Solution de messagerie professionnelle - [ www.vupen.com | () VUPEN ADV-2007-3132
OV/Heland- OVVH [ tovi/himl |
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~oviavivuu v

IBM X-Force Exchange

285831 — Upstream security fixes available

Remote SQL Injection in Wordpress and Wordpress MU

404 Not Found

WordPress > Blog » WordPress 2.2.3

exchange.xforce.ibmcloud.com
text/html

bugzilla.redhat.com
text/html

text/xml

text/html
Not Archived

text/html

€ XF wordpress-wordpressmu-pingback-sql-
injection(36578)

2) MISC bugzilla.redhat.com/show_bug.cgi?
id=285831

be MISC
www.buayacorp.com/files/wordpress/wordpress-
sqgl-injection-advisory.html

|2/ FEDORA FEDORA-2007-2143

® CONFIRM
wordpress.org/development/2007/09/wordpress-
223/

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE
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No vendor comments have been submitted for this CVE
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