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Summary

CVE CVE-2007-4909

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-09-17 17:17:00 UTC

Updated 2018-10-15 21:38:00 UTC

Description Interpretation conflict in WinSCP before 4.0.4 allows remote attackers to perform arbitrary file transfers with a remote server via file-transfer commands in the final portion of a (1) scp, and possibly a (2) sftp or (3) ftp, URL, as demonstrated by a URL specifying login to the remote server with a username of scp, which is interpreted as an HTTP scheme name by the protocol handler in a web browser, but is interpreted as a username by WinSCP. 

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Winscp Winscp 2.0.0 All All All

Application Winscp Winscp 3.5.5_beta All All All

Application Winscp Winscp 3.5.6 All All All

Application Winscp Winscp 3.6 All All All

Application Winscp Winscp 3.6.1 All All All

Application Winscp Winscp 3.6.5_beta All All All

Application Winscp Winscp 3.6.6 All All All

Application Winscp Winscp 3.6.7 All All All

Application Winscp Winscp 3.8.1 All All All

Application Winscp Winscp 3.8.2 All All All

Application Winscp Winscp 4.0.2 All All All

Application Winscp Winscp 4.0.3 All All All

Application Winscp Winscp 2.0.0 All All All

Application Winscp Winscp 3.5.5_beta All All All

Application Winscp Winscp 3.5.6 All All All

Application Winscp Winscp 3.6 All All All

Application Winscp Winscp 3.6.1 All All All
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Application Winscp Winscp 3.6.1 All All All

Application Winscp Winscp 3.6.5_beta All All All

Application Winscp Winscp 3.6.6 All All All

Application Winscp Winscp 3.6.7 All All All

Application Winscp Winscp 3.8.1 All All All

Application Winscp Winscp 3.8.2 All All All

Application Winscp Winscp 4.0.2 All All All

Application Winscp Winscp 4.0.3 All All All

References

Reference Source Link

WinSCP URL Protocol Handler Arbitrary File Access Vulnerability BID www.securityfocus.com

WinSCP :: Recent Version History CONFIRM winscp.net

WinSCP Protocol Handler Command Line Switch Injection - Advisories - Secunia SECUNIA secunia.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

CVS Info for project winscp MISC winscp.cvs.sourceforge.net

WinSCP < 4.04 url protocol handler flaw - CXSecurity.com SREASON securityreason.com

SecurityFocus BUGTRAQ www.securityfocus.com

WinSCP URL Protocol Handlers Let Remote Users Upload/Download Arbitrary Files - SecurityTracker SECTRACK www.securitytracker.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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