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Summary

CVE CVE-2007-4930

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-09-18 18:17:00 UTC

Updated 2018-10-15 21:38:00 UTC

Description Multiple cross-site request forgery (CSRF) vulnerabilities in the AXIS 207W camera allow remote attackers to perform certain actions as administrators via (1) axis-cgi/admin/restart.cgi, (2) the user and sgrp parameters to axis-cgi/admin/pwdgrp.cgi in an add action, or (3) the server parameter to admin/restartMessage.shtml.

Risk And Classification

Problem Types: CWE-352

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Axis 207w Network Camera All All All All

Hardware Axis 207w Network Camera All All All All

References

Reference Source Link

InformIT: Owning the Wireless Camera (and Its User) > The AXIS 207W MISC www.informit.com

SecurityFocus BUGTRAQ www.securityfocus.com

Airscanner Mobile Security Advisory MISC airscanner.com

Axis Network Camera Bugs Permit Cross-Site Scripting and Cross-Site Request Forgery Attacks - SecurityTracker SECTRACK www.securitytracker.com

SecurityReason - Axis 207W Wireless Camera Web Interface - Multiple Vulnerabilities SREASON securityreason.com

Axis Communications 207W Network Camera Web Interface Vulnerabilities BID www.securityfocus.com

AXIS 207W Network Camera Multiple Vulnerabilities - Advisories - Secunia SECUNIA secunia.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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http://www.securityfocus.com/archive/1/479600/100/0/threaded
http://airscanner.com/security/07080701_axis.htm
http://www.securitytracker.com/id?1018699
http://securityreason.com/securityalert/3145
http://www.securityfocus.com/bid/25678
http://secunia.com/advisories/26831
https://www.cve.org/CVERecord?id=CVE-2007-4930
https://nvd.nist.gov/vuln/detail/CVE-2007-4930


There are currently no legacy QID mappings associated with this CVE.
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