
CVE-2007-4974
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2007-4974

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-09-19 17:17:00 UTC

Updated 2011-10-18 04:00:00 UTC

Description Heap-based buffer overflow in the flac_buffer_copy function in libsndfile 1.0.17 and earlier might allow remote attackers to execute arbitrary code via a FLAC file with crafted PCM data containing a block with a size that exceeds the previous block size.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mega-nerd Libsndfile 0.0.28 All All All

Application Mega-nerd Libsndfile 0.0.8 All All All

Application Mega-nerd Libsndfile 1.0.0 All All All

Application Mega-nerd Libsndfile 1.0.0 rc1 All All

Application Mega-nerd Libsndfile 1.0.0 rc6 All All

Application Mega-nerd Libsndfile 1.0.1 All All All

Application Mega-nerd Libsndfile 1.0.10 All All All

Application Mega-nerd Libsndfile 1.0.11 All All All

Application Mega-nerd Libsndfile 1.0.12 All All All

Application Mega-nerd Libsndfile 1.0.13 All All All

Application Mega-nerd Libsndfile 1.0.14 All All All

Application Mega-nerd Libsndfile 1.0.15 All All All

Application Mega-nerd Libsndfile 1.0.16 All All All

Application Mega-nerd Libsndfile 0.0.28 All All All

Application Mega-nerd Libsndfile 0.0.8 All All All

Application Mega-nerd Libsndfile 1.0.0 All All All

Application Mega-nerd Libsndfile 1.0.0 rc1 All All
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Application Mega-nerd Libsndfile 1.0.0 rc1 All All

Application Mega-nerd Libsndfile 1.0.0 rc6 All All

Application Mega-nerd Libsndfile 1.0.1 All All All

Application Mega-nerd Libsndfile 1.0.10 All All All

Application Mega-nerd Libsndfile 1.0.11 All All All

Application Mega-nerd Libsndfile 1.0.12 All All All

Application Mega-nerd Libsndfile 1.0.13 All All All

Application Mega-nerd Libsndfile 1.0.14 All All All

Application Mega-nerd Libsndfile 1.0.15 All All All

Application Mega-nerd Libsndfile 1.0.16 All All All

Application Mega-nerd Libsndfile All All All All

References

Reference Source Link

[security-announce] SUSE Security Summary Report SUSE-SR:2008:001 SUSE lists.opensuse.org

Debian -- Security Information -- DSA-1442-1 libsndfile DEBIAN www.debian.org

[SECURITY] Fedora 7 Update: libsndfile-1.0.17-2.fc7 FEDORA www.redhat.com

Gentoo Bug 192834 - media-libs/libsndfile-1.0.17 Heap-based buffer overflow in flac.c (CVE-2007-4974) CONFIRM bugs.gentoo.org

Bug 296221 – CVE-2007-4974 Heap overflow in libsndfile triggerable by seeks CONFIRM bugzilla.redhat.com

libsndfile FLAC.C Buffer Overflow Vulnerability BID www.securityfocus.com

Support / Security / Advisories / / MDKSA-2007:191 | Mandriva MANDRIVA www.mandriva.com

Debian update for libsndfile - Advisories - Secunia SECUNIA secunia.com

SUSE Update for Multiple Packages - Advisories - Secunia SECUNIA secunia.com

Gentoo update for libsndfile - Advisories - Secunia SECUNIA secunia.com

Gentoo Linux Documentation -- libsndfile: Buffer overflow GENTOO security.gentoo.org

USN-525-1: libsndfile vulnerability | Ubuntu UBUNTU www.ubuntu.com

Mandriva update for libsndfile - Advisories - Secunia SECUNIA secunia.com

Security Advisory SA26932 - Fedora update for libsndfile - Secunia SECUNIA secunia.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

libsndfile "flac_buffer_copy()" Buffer Overflow Vulnerability - Advisories - Secunia SECUNIA secunia.com

Ubuntu update for libsndfile - Advisories - Secunia SECUNIA secunia.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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