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CVE CVE-2007-4990
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-10-05 21:17:00 UTC
Updated 2018-10-15 21:39:00 UTC
Description The swap_char2b function in X.Org X Font Server (xfs) before 1.0.5 allows context-dependent attackers to execute arbitrar
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Risk And Classification

Problem Types: CWE-189

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application X.org X Font Server All All All All
Reference

X Font Server Overflows in QueryXBitmaps and QueryXExtents Requests Let Remote Users Execute Arbitrary Code - Security Tracker
Gentoo update for xfs - Advisories - Secunia

About Security Update 2008-002

194606 — x11-apps/xfs <1.0.5 Multiple Vulnerabilities (CVE-2007-{4568,4990})

Webmail - OVH

rhn.redhat.com | Red Hat Support

XFree86 X Font Server Multiple Vulnerabilities - Advisories - Secunia

HPSBUX02303 SSRT071468 rev.1 - HP-UX Running X Font Server (xfs) Software, Remote Execution of Arbitrary Code - c01323725 - HP Bu
20071002 Multiple Vendor X Font Server Multiple Vulnerabilities

SUSE update for XOrg - Advisories - Secunia

rPath update for xorg-x11 - Advisories - Secunia

X.Org X Font Server Multiple Memory Corruption Vulnerabilities

HP-UX update for xfs - Advisories - Secunia



https://cve.report/
https://cve.report/CVE-2007-4990/mitre
https://cve.report/CVE-2007-4990/nist
https://cve.report/CVE-2007-4990/cve_org
https://cve.report/api/cve/CVE-2007-4990.json
https://cve.report/CVE-2007-4990.pdf
http://cve.report/vendor/x.org
http://cve.report/software/x.org/x_font_server
http://www.securitytracker.com/id?1018763
http://secunia.com/advisories/27240
http://docs.info.apple.com/article.html?artnum=307562
http://bugs.gentoo.org/show_bug.cgi?id=194606
http://www.vupen.com/english/advisories/2007/3337
http://www.redhat.com/support/errata/RHSA-2008-0029.html
http://secunia.com/advisories/27060
http://h20000.www2.hp.com/bizsupport/TechSupport/Document.jsp?objectID=c01323725
http://labs.idefense.com/intelligence/vulnerabilities/display.php?id=602
http://secunia.com/advisories/27228
http://secunia.com/advisories/27052
http://www.securityfocus.com/bid/25898
http://secunia.com/advisories/28514

Mandriva update for xfs - Advisories - Secunia

IBM X-Force Exchange

[SECURITY] Fedora 7 Update: xorg-x11-xfs-1.0.5-1.fc7

X.0Org X11 X Font Server Multiple Vulnerabilities - Advisories - Secunia
#103114: Multiple Security Issues Within The X Font Server (xfs(1)) QueryXBitmaps and QueryXExtents Protocol Handlers
Mac OS X Security Update Fixes Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com
Support / Security / Advisories / / MDKSA-2007:210 | Mandriva

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
rhn.redhat.com | Red Hat Support

Fedora update for xorg-x11-xfs - Advisories - Secunia

Sun Solaris X Font Server Multiple Vulnerabilities - Advisories - Secunia
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
Webmail - OVH

Security Announcement

SecurityFocus

Red Hat update for XFree86 - Advisories - Secunia

X Font Server: Multiple Vulnerabilities — Gentoo Linux Documentation
200642

Webmail - OVH

Bug 12299 — swap_char2b() Heap Overflow Vulnerability [CVE-2007-4990]
[ANNOUNCE] X.Org security advisory: multiple vulnerabilities in X font server
Red Hat update for xorg-x11 - Advisories - Secunia

Repository / Oval Repository

APPLE-SA-2008-03-18 Security Update 2008-002
issues.rpath.com/browse/RPL-1756

CVE Program record

NVD vulnerability detail
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Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2007-10-08 Mark J Cox  Red Hat is aware of this issue and is tracking it via the following bug: https://bugzilla.redhat.com,
1 |

There are currently no legacy QID mappings associated with this CVE.
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http://secunia.com/advisories/27560
https://exchange.xforce.ibmcloud.com/vulnerabilities/36920
https://www.redhat.com/archives/fedora-package-announce/2007-December/msg00352.html
http://secunia.com/advisories/27040
http://sunsolve.sun.com/search/document.do?assetkey=1-26-103114-1
http://secunia.com/advisories/29420
http://www.mandriva.com/security/advisories?name=MDKSA-2007:210
http://www.vupen.com/english/advisories/2008/0924/references
http://www.redhat.com/support/errata/RHSA-2008-0030.html
http://secunia.com/advisories/28004
http://secunia.com/advisories/27176
http://www.vupen.com/english/advisories/2007/3338
http://www.vupen.com/english/advisories/2008/0149
http://www.novell.com/linux/security/advisories/2007_54_xorg.html
http://www.securityfocus.com/archive/1/481432/100/0/threaded
http://secunia.com/advisories/28542
http://security.gentoo.org/glsa/glsa-200710-11.xml
http://sunsolve.sun.com/search/document.do?assetkey=1-66-200642-1
http://www.vupen.com/english/advisories/2007/3467
http://bugs.freedesktop.org/show_bug.cgi?id=12299
http://lists.freedesktop.org/archives/xorg-announce/2007-October/000416.html
http://secunia.com/advisories/28536
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A11599
http://lists.apple.com/archives/security-announce/2008/Mar/msg00001.html
https://issues.rpath.com/browse/RPL-1756
https://www.cve.org/CVERecord?id=CVE-2007-4990
https://nvd.nist.gov/vuln/detail/CVE-2007-4990
https://cve.report/

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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