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Summary

CVE CVE-2007-4994

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-11-06 21:46:00 UTC

Updated 2011-03-08 02:59:00 UTC

Description Certificate Server 7.2 in Red Hat Certificate System (RHCS) does not properly handle new revocations that occur while a Certificate Revocation List (CRL) is being generated, which might prevent certain revoked certificates from appearing on the CRL quickly and allow users with revoked certificates to bypass the intended CRL.

Risk And Classification

Problem Types: CWE-255

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Redhat Certificate Server 7.2 All All All

Application Redhat Certificate Server 7.2 All All All

References

Reference Source Link

Red Hat Certificate System May Let Remote Users Bypass the Certificate Revocation List - SecurityTracker SECTRACK www.securitytracker.com

40440 OSVDB osvdb.org

Red Hat Certificate System Certificate Revocation List Bypass Weakness BID www.securityfocus.com

Red Hat Update for rhpki-util, rhpki-common, and rhpki-ca - Advisories - Secunia SECUNIA secunia.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

rhn.redhat.com | Red Hat Support REDHAT www.redhat.com

rhn.redhat.com | Red Hat Support REDHAT rhn.redhat.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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