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Summary

CVE CVE-2007-4999

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-10-29 22:46:00 UTC

Updated 2018-10-15 21:39:00 UTC

Description libpurple in Pidgin 2.1.0 through 2.2.1, when using HTML logging, allows remote attackers to cause a denial of service (NULL dereference and application crash) via a message that contains invalid HTML data, a different vector than CVE-2007-4996.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Pidgin Pidgin 2.1.0 All All All

Application Pidgin Pidgin 2.2.0 All All All

Application Pidgin Pidgin 2.2.1 All All All

Application Pidgin Pidgin 2.1.0 All All All

Application Pidgin Pidgin 2.2.0 All All All

Application Pidgin Pidgin 2.2.1 All All All

References

Reference Source Link Tags

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

[SECURITY] Fedora 7 Update: pidgin-2.2.2-1.fc7 FEDORA www.redhat.com

Security Advisories | Pidgin CONFIRM www.pidgin.im Patch

Pidgin HTML Processing Remote Denial Of Service Vulnerability BID www.securityfocus.com

Ubuntu update for pidgin - Advisories - Secunia SECUNIA secunia.com

Repository / Oval Repository OVAL oval.cisecurity.org

Webmail - OVH VUPEN www.vupen.com

38695 OSVDB osvdb.org
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http://cve.report/software/pidgin/pidgin
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http://cve.report/software/pidgin/pidgin
https://exchange.xforce.ibmcloud.com/vulnerabilities/38132
https://www.redhat.com/archives/fedora-package-announce/2007-November/msg00011.html
http://www.pidgin.im/news/security/?id=24
http://www.securityfocus.com/bid/26205
http://secunia.com/advisories/27858
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A18357
http://www.vupen.com/english/advisories/2007/3624
http://osvdb.org/38695


Pidgin HTML Processing Denial of Service - Advisories - Secunia SECUNIA secunia.com Patch, Vendor Advisory

SecurityFocus BUGTRAQ www.securityfocus.com

USN-548-1: Pidgin vulnerability | Ubuntu UBUNTU www.ubuntu.com

Fedora update for pidgin - Advisories - Secunia SECUNIA secunia.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2007-11-01 Mark J Cox Not vulnerable. This issue did not affect the versions of Pidgin or Gaim as shipped with Red Hat Enterprise Linux 2.1, 3, 4, or 5.

There are currently no legacy QID mappings associated with this CVE.
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