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Summary

CVE CVE-2007-5015

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-09-20 21:17:00 UTC

Updated 2017-09-29 01:29:00 UTC

Description Multiple PHP remote file inclusion vulnerabilities in Streamline PHP Media Server 1.0-beta4 allow remote attackers to execute arbitrary PHP code via a URL in the sl_theme_unix_path parameter to (1) admin_footer.php, (2) info_footer.php, (3) theme_footer.php, (4) browse_footer.php, (5) account_footer.php, or (6) search_footer.php in core/theme/includes/. 

Risk And Classification

Problem Types: CWE-94

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Streamline Streamline 1.0_beta4 All All All

Application Streamline Streamline 1.0_beta4 All All All

References

Reference Source Link Tags

38295 OSVDB osvdb.org

38292 OSVDB osvdb.org

38290 OSVDB osvdb.org

38293 OSVDB osvdb.org

38294 OSVDB osvdb.org

RFI (0.3): Streamline PHP Media Server « arfis MISC arfis.wordpress.com Exploit

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

38291 OSVDB osvdb.org

Streamline Account_Footer.PHP Remote File Include Vulnerability BID www.securityfocus.com Exploit

Streamline PHP Media Server 1.0-beta4 - Remote File Inclusion - PHP webapps Exploit EXPLOIT-DB www.exploit-db.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

https://cve.report/
https://cve.report/CVE-2007-5015/mitre
https://cve.report/CVE-2007-5015/nist
https://cve.report/CVE-2007-5015/cve_org
https://cve.report/api/cve/CVE-2007-5015.json
https://cve.report/CVE-2007-5015.pdf
http://cve.report/vendor/streamline
http://cve.report/software/streamline/streamline
http://cve.report/vendor/streamline
http://cve.report/software/streamline/streamline
http://osvdb.org/38295
http://osvdb.org/38292
http://osvdb.org/38290
http://osvdb.org/38293
http://osvdb.org/38294
http://arfis.wordpress.com/2007/09/14/rfi-03-streamline-php-media-server/
https://exchange.xforce.ibmcloud.com/vulnerabilities/36683
http://osvdb.org/38291
http://www.securityfocus.com/bid/25736
https://www.exploit-db.com/exploits/4430
https://www.cve.org/CVERecord?id=CVE-2007-5015
https://nvd.nist.gov/vuln/detail/CVE-2007-5015


No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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