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Summary

CVE CVE-2007-5020

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-09-21 18:17:00 UTC

Updated 2018-10-15 21:40:00 UTC

Description Unspecified vulnerability in Adobe Acrobat and Reader 8.1 on Windows allows remote attackers to execute arbitrary code via a crafted PDF file, related to the mailto: option and Internet Explorer 7 on Windows XP. 

Risk And Classification

Problem Types: CWE-94 | NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Adobe Acrobat 8.1 All windows All

Application Adobe Acrobat 8.1 All windows All

Application Adobe Acrobat Reader 8.1 All windows All

Application Adobe Acrobat Reader 8.1 All windows All

References

Reference Source Link

Adobe Acrobat Mailto PDF File Command Execution Vulnerability BID www.securityfocus.com

SecurityTracker.com Archives - Adobe Reader Unspecified Bug Lets Remote Users Execute Arbitrary Code SECTRACK www.securitytracker.com

0day PDF pwns Windows MISC www.gnucitizen.org

Webmail - OVH VUPEN www.vupen.com

US-CERT Technical Cyber Security Alert TA07-297B -- Adobe Updates for Microsoft Windows URI Vulnerability CERT www.us-cert.gov

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Adobe - Workaround available for vulnerability in versions 8.1 and earlier of Adobe Reader and Acrobat CONFIRM www.adobe.com

SecurityFocus BUGTRAQ www.securityfocus.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

https://cve.report/
https://cve.report/CVE-2007-5020/mitre
https://cve.report/CVE-2007-5020/nist
https://cve.report/CVE-2007-5020/cve_org
https://cve.report/api/cve/CVE-2007-5020.json
https://cve.report/CVE-2007-5020.pdf
http://cve.report/vendor/adobe
http://cve.report/software/adobe/acrobat
http://cve.report/vendor/adobe
http://cve.report/software/adobe/acrobat
http://cve.report/vendor/adobe
http://cve.report/software/adobe/acrobat_reader
http://cve.report/vendor/adobe
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http://www.gnucitizen.org/blog/0day-pdf-pwns-windows
http://www.vupen.com/english/advisories/2007/3392
http://www.us-cert.gov/cas/techalerts/TA07-297B.html
https://exchange.xforce.ibmcloud.com/vulnerabilities/36722
http://www.adobe.com/support/security/advisories/apsa07-04.html
http://www.securityfocus.com/archive/1/480080/100/0/threaded
https://www.cve.org/CVERecord?id=CVE-2007-5020
https://nvd.nist.gov/vuln/detail/CVE-2007-5020


Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2007-10-08 Mark J Cox According to Abobe this issue affects only the Windows platform and therefore does not affect Adobe Acrobat Reader as distributed with Red Hat Enterprise Linux Extras. http://www.adobe.com/support/security/advisories/apsa07-04.html

There are currently no legacy QID mappings associated with this CVE.
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