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Summary

CVE CVE-2007-5031

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-09-21 19:17:00 UTC

Updated 2017-07-29 01:33:00 UTC

Description The TSrvOptIA_NA::rebind method in SrvOptions/SrvOptIA_NA.cpp in Dibbler 0.6.0 allows remote attackers to cause a denial of service (NULL dereference and daemon crash) via an invalid IA_NA option in a REBIND message.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Dibbler Dibbler 0.6.0 All All All

Application Dibbler Dibbler 0.6.0 All All All

References

Reference Source Link Tags

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

labs.musecurity.com/wp-content/uploads/2007/09/mu-200709-02.txt MISC labs.musecurity.com Patch, Vendor Advisory

[Full-Disclosure] Mailing List Charter FULLDISC lists.grok.org.uk Patch, Vendor Advisory

Dibbler Multiple Vulnerabilities - Advisories - Secunia SECUNIA secunia.com Patch, Vendor Advisory

40567 OSVDB osvdb.org

Dibbler Multiple Memory Corruption Vulnerabilities BID www.securityfocus.com Patch

DHCPv6: Dibbler - a portable DHCPv6 MISC klub.com.pl Patch

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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http://cve.report/software/dibbler/dibbler
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http://labs.musecurity.com/wp-content/uploads/2007/09/mu-200709-02.txt
http://lists.grok.org.uk/pipermail/full-disclosure/2007-September/065892.html
http://secunia.com/advisories/26876
http://osvdb.org/40567
http://www.securityfocus.com/bid/25726
http://klub.com.pl/dhcpv6/
https://www.cve.org/CVERecord?id=CVE-2007-5031
https://nvd.nist.gov/vuln/detail/CVE-2007-5031


There are currently no legacy QID mappings associated with this CVE.
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