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Description

/ |

Risk And Classification

ELinks before 0.11.3, when sending a POST request for an https URL, appends the body and content headers of the POST

1|

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version
Application Elinks Elinks All
Application Elinks Elinks All

Update Edition
All All
All All

Language

References

Reference

ELinks HTTPS POST Request Information Disclosure Weakness
[SECURITY] Fedora Core 6 Update: elinks-0.11.3-1.fc6
USN-519-1: elinks vulnerability | Ubuntu

rPath update for elinks - Advisories - Secunia

[SECURITY] Fedora 7 Update: elinks-0.11.3-1.fc7

ELinks Proxy CONNECT Weakness - Advisories - Secunia
297981 — CVE-2007-5034 elinks reveals POST data to HTTPS proxy [F7]
Debian -- Security Information -- DSA-1380-1 elinks

Fedora update for elinks - Advisories - Secunia

Repository / Oval Repository

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

SecurityTracker.com Archives - ELinks May Disclose POST Request Data in Clear Text to Remote Users

Source

BID

FEDORA

UBUNTU

SECUNIA

FEDORA

SECUNIA

CONFIRM

DEBIAN

SECUNIA

OVAL

VUPEN

SECTRACK

Link
www.securityfocus
www.redhat.com
www.ubuntu.com
secunia.com
www.redhat.com
secunia.com
bugzilla.redhat.cor
www.debian.org
secunia.com
oval.cisecurity.org
www.vupen.com

www.securitytracke


https://cve.report/
https://cve.report/CVE-2007-5034/mitre
https://cve.report/CVE-2007-5034/nist
https://cve.report/CVE-2007-5034/cve_org
https://cve.report/CVE-2007-5034.pdf
http://cve.report/vendor/elinks
http://cve.report/software/elinks/elinks
http://cve.report/vendor/elinks
http://cve.report/software/elinks/elinks
http://www.securityfocus.com/bid/25799
https://www.redhat.com/archives/fedora-package-announce/2007-October/msg00079.html
http://www.ubuntu.com/usn/usn-519-1
http://secunia.com/advisories/27125
https://www.redhat.com/archives/fedora-package-announce/2007-September/msg00335.html
http://secunia.com/advisories/26956
https://bugzilla.redhat.com/show_bug.cgi?id=297981
http://www.debian.org/security/2007/dsa-1380
http://secunia.com/advisories/27132
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A10335
http://www.vupen.com/english/advisories/2007/3278
http://www.securitytracker.com/id?1018764

Support

403 Forbidden

Fedora update for elinks - Secunia Advisories - Vulnerability Intelligence - Secunia.com
SecurityFocus

Red Hat update for elinks - Advisories - Secunia

Bug #141018 “ELinks reveals POST data to HTTPS proxy” : Bugs : elinks package : Ubuntu
Ubuntu update for elinks - Advisories - Secunia

Debian update for elinks - Advisories - Secunia
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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