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Summary

CVE CVE-2007-5044

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-09-24 00:17:00 UTC

Updated 2018-10-15 21:40:00 UTC

Description ZoneAlarm Pro 7.0.362.000 does not properly validate certain parameters to System Service Descriptor Table (SSDT) function handlers, which allows local users to cause a denial of service (crash) and possibly gain privileges via the (1) NtCreatePort and (2) NtDeleteFile kernel SSDT hooks, a partial regression of CVE-2007-2083.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Zonelabs Zonealarm 7.0.362.000 All pro All

Application Zonelabs Zonealarm 7.0.362.000 All pro All

References

Reference Source Link Tags

Plague in (security) software drivers & BSDOhook utility - CXSecurity.com SREASON securityreason.com

Advisory 2007-09-18.01 - matousec.com MISC www.matousec.com

SecurityFocus BUGTRAQ www.securityfocus.com

45898 OSVDB osvdb.org

Plague in (security) software drivers - matousec.com MISC www.matousec.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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