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CVE CVE-2007-5048
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-09-24 00:17:00 UTC
Updated 2017-07-29 01:33:00 UTC
Description Heap-based buffer overflow in Lhaplus before 1.55 allows remote attackers to execute arbitrary code via a long filename in
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Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Lhaplus Lhaplus 1.52 All All All
Application Lhaplus Lhaplus 1.53 All All All
Application Lhaplus Lhaplus 1.52 All All All
Application Lhaplus Lhaplus 1.53 All All All

References
Reference Source Link Tags
40582 OSvDB osvdb.org
JVN#70734805: Lhaplus IC$HF3/\y 7 7 74 —/)\— 7 O —DiE5EH JVN jvn.jp
Lhaplus ARJ Long Filename Buffer Overflow Vulnerability - Advisories - Secunia SECUNIA  secunia.com Patch, Venc
Lhaplus ARJ Archive Long Filename Handling Buffer Overflow Vulnerability BID www.securityfocus.com Patch
www.fourteenforty.jp/research/advisory.cgi MISC www.fourteenforty.jp Exploit
IBM X-Force Exchange XF exchange.xforce.ibmcloud.com
www?7a.biglobe.ne.jp/~schezo/arj_vul.html CONFIRM  www7a.biglobe.ne.jp
JVN:JVN#70734805 MITRE jvn.jp
CVE Program record CVE.ORG www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, a
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
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completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
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