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CVE CVE-2007-5056
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-09-24 22:17:00 UTC
Updated 2026-04-23 00:35:47 UTC
Description Eval injection vulnerability in adodb-perf-module.inc.php in ADOdb Lite 1.42 and earlier, as used in products including CMS

/ |

Risk And Classification

Primary CVSS: v2.0 6.8 from nvd@nist.gov

AV:N/AC:M/Au:N/C:P/I:P/A:P

Problem Types: CWE-94 | n/a

CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity
\uthentication
Sonfidentiality

ntegrity

\vailability

AV:N/AC:M/Au:N/C:P/I:P/A:P

w [0

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Adodb Lite Adodb Lite All All All All


https://cve.report/
https://cve.report/CVE-2007-5056/mitre
https://cve.report/CVE-2007-5056/nist
https://cve.report/CVE-2007-5056/cve_org
https://cve.report/api/cve/CVE-2007-5056.json
https://cve.report/CVE-2007-5056.pdf
http://cve.report/vendor/adodb_lite
http://cve.report/software/adodb_lite/adodb_lite

Application Cmsmadesimple Cms Made Simple All All All
Application Journalness Journalness All All All
Application Open-realty Open-realty All All All
Application Pacercms Pacercms All All All
Application Sapid Sapid Cmf All All All

All

All

All

All

All

Vendor Declared Affected Products

Source Vendor Product Version

CNA Na N/a affected n/a

Platforms

Not specified

References

Reference

IBM X-Force Exchange

CMS Made Simple 1.2 Remote Code Execution Vulnerability

IBM X-Force Exchange

IBM X-Force Exchange

About Secunia Research | Flexera

SAPID CMF "last_module" PHP Code Execution - Advisories - Secunia
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
Open-Realty <= 2.4.3 (last_module) Remote Code Execution Exploit
Journalness "last_module" PHP Code Execution - Secunia Advisories - Vulnerability Intelligence - Secunia.com
IBM X-Force Exchange

PacerCMS 0.6 - 'last_module' Remote Code Execution - PHP webapps Exploit
Journalness <= 4.1 (last_module) Remote Code Execution exploit

ADOdb Lite AdodB-Perf-Module.Inc.PHP Remote Code Execution Vulnerability
osvdb.org/40596

osvdb.org/41422

[VIM] CMS Made Simple eval injection is really an ADOdb Lite problem

CMS Made Simple Multiple Vulnerabilities - Advisories - Secunia
osvdb.org/41427

osvdb.org/41426

IBM X-Force Exchange

PacerCMS "last_module" PHP Code Execution - Advisories - Secunia
osvdb.org/41428

SAPID CMF Build 87 - 'last_module' Remote Code Execution - PHP webapps Exploit
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http://cve.report/vendor/cmsmadesimple
http://cve.report/software/cmsmadesimple/cms_made_simple
http://cve.report/vendor/journalness
http://cve.report/software/journalness/journalness
http://cve.report/vendor/open-realty
http://cve.report/software/open-realty/open-realty
http://cve.report/vendor/pacercms
http://cve.report/software/pacercms/pacercms
http://cve.report/vendor/sapid
http://cve.report/software/sapid/sapid_cmf
http://cve.report/vendor/na
http://cve.report/software/na/n/a
https://exchange.xforce.ibmcloud.com/vulnerabilities/40393
https://www.exploit-db.com/exploits/4442
https://exchange.xforce.ibmcloud.com/vulnerabilities/40396
https://exchange.xforce.ibmcloud.com/vulnerabilities/40395
http://secunia.com/advisories/28874
http://secunia.com/advisories/28886
http://www.vupen.com/english/advisories/2007/3261
https://www.exploit-db.com/exploits/5090
http://secunia.com/advisories/28873
https://exchange.xforce.ibmcloud.com/vulnerabilities/40389
https://www.exploit-db.com/exploits/5098
https://www.exploit-db.com/exploits/5091
http://www.securityfocus.com/bid/25768
http://osvdb.org/40596
http://osvdb.org/41422
http://www.attrition.org/pipermail/vim/2007-September/001800.html
http://secunia.com/advisories/26928
http://osvdb.org/41427
http://osvdb.org/41426
https://exchange.xforce.ibmcloud.com/vulnerabilities/36733
http://secunia.com/advisories/28859
http://osvdb.org/41428
https://www.exploit-db.com/exploits/5097
https://www.cve.org/CVERecord?id=CVE-2007-5056

INVD vulrierdoliity aeian NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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