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CVE CVE-2007-5082
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-10-01 20:17:00 UTC
Updated 2021-04-07 18:20:00 UTC
Description Multiple stack-based buffer overflows in Computer Associates (CA) BrightStor Hierarchical Storage Manager (HSM) before
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Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Broadcom Brightstor Hierarchical Storage Manager 11.5 All All All

Application Ca Brightstor Hierarchical Storage Manager 11.5 All All All

Application Ca Brightstor Hierarchical Storage Manager 11.5 All All All

Reference So
CA BrightStor Hierarchical Storage Manager CsAgent Vulnerabilities - Advisories - Secunia SE
CA BrightStor Hierarchical Storage Manager CsAgent arbitrary code execution vulnerabilities - CA CC
20070927 Computer Associates BrightStor HSM r11.5 Multiple Vulnerabilities IDI
IBM X-Force Exchange XF
supportconnectw.ca.com/public/bstorhsm/infodocs/bstorhsm-secnot.asp CC
SecurityFocus BL

Security Tracker: CA BrightStor Hierarchical Storage Manager Bugs Let Remote Users Inject SQL Commands or Execute Arbitrary Code  SE

Computer Associates BrightStor Hierarchical Storage Manager CsAgent Multiple Remote Vulnerabilities Bl
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VL
TippingPoint | DVLabs | Cc
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https://cve.report/
https://cve.report/CVE-2007-5082/mitre
https://cve.report/CVE-2007-5082/nist
https://cve.report/CVE-2007-5082/cve_org
https://cve.report/api/cve/CVE-2007-5082.json
https://cve.report/CVE-2007-5082.pdf
http://cve.report/vendor/broadcom
http://cve.report/software/broadcom/brightstor_hierarchical_storage_manager
http://cve.report/vendor/ca
http://cve.report/software/ca/brightstor_hierarchical_storage_manager
http://cve.report/vendor/ca
http://cve.report/software/ca/brightstor_hierarchical_storage_manager
http://secunia.com/advisories/26914
http://www.ca.com/us/securityadvisor/vulninfo/vuln.aspx?id=35690
http://labs.idefense.com/intelligence/vulnerabilities/display.php?id=601
https://exchange.xforce.ibmcloud.com/vulnerabilities/36825
http://supportconnectw.ca.com/public/bstorhsm/infodocs/bstorhsm-secnot.asp
http://www.securityfocus.com/archive/1/480808/100/0/threaded
http://securitytracker.com/id?1018747
http://www.securityfocus.com/bid/25823
http://www.vupen.com/english/advisories/2007/3275
http://dvlabs.tippingpoint.com/advisory/TPTI-07-16
https://www.cve.org/CVERecord?id=CVE-2007-5082
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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