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Summary

CVE CVE-2007-5087

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-09-26 10:17:00 UTC

Updated 2023-11-07 02:01:00 UTC

Description The ATM module in the Linux kernel before 2.4.35.3, when CLIP support is enabled, allows local users to cause a denial of service (kernel panic) by reading /proc/net/atm/arp before the CLIP module has been loaded.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Linux Linux Kernel All All All All

References

Reference Source Link Tags

Linux 2.4.35.3 [LWN.net] CONFIRM lwn.net

39237 OSVDB osvdb.org

git.kernel.org git.kernel.org

git.kernel.org MISC git.kernel.org

404: File not found CONFIRM kernel.org

Webmail - OVH VUPEN www.vupen.com

Linux Kernel ATM Module CLIP Support Local Denial of Service Vulnerability BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2007-09-28 Mark J Cox Not vulnerable. These issues did not affect the versions of the Linux kernel as shipped with Red Hat Enterprise Linux 2.1, 3, 4, or 5.
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There are currently no legacy QID mappings associated with this CVE.
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