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Summary

CVE CVE-2007-5112

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-09-26 23:17:00 UTC

Updated 2018-10-15 21:40:00 UTC

Description Cross-site scripting (XSS) vulnerability in session.cgi (aka the login page) in Google Urchin 5 5.7.03 and earlier allows remote attackers to inject arbitrary web script or HTML via the query string, a different vulnerability than CVE-2007-4713. 

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Roi Revolution Urchin All All All All

References

Reference Source Link

38578 OSVDB osvdb.org

ha.ckers.org web application security lab - Archive » XSS and Possible Information Disclosure in Urchin MISC ha.ckers.org

Authorization bypass in Urchin MISC securityvulns.ru

SecurityFocus BUGTRAQ www.securityfocus.com

hackademix.net » GoogHOle (XSS pwning GMail, Picasa and almost 200K customers) MISC hackademix.net

SecurityFocus BUGTRAQ www.securityfocus.com

Google Urchin password theft madness | GNUCITIZEN MISC www.gnucitizen.org

SecurityReason.com - Google Urchin password theft madness SREASON securityreason.com

Urchin session.cgi Cross-Site Scripting Vulnerability BID www.securityfocus.com

Уразливості в Urchin - Websecurity - Веб безпека MISC websecurity.com.ua

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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