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Summary

CVE CVE-2007-5113

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-09-26 23:17:00 UTC

Updated 2018-10-15 21:40:00 UTC

Description report.cgi in Google Urchin allows remote attackers to bypass authentication and obtain sensitive information (web server logs) via certain modified query parameters, as demonstrated using the profile, rid, prefs, n, vid, bd, ed, dt, and gtype parameters, a different vulnerability than CVE-2007-5112.

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Roi Revolution Urchin All All All All

References

Reference Source Link

ha.ckers.org web application security lab - Archive » XSS and Possible Information Disclosure in Urchin MISC ha.ckers.org

Authorization bypass in Urchin MISC securityvulns.ru

Google Urchin Report.CGI Authorization Bypass Vulnerability BID www.securityfocus.com

SecurityFocus BUGTRAQ www.securityfocus.com

Уразливості в Urchin - Websecurity - Веб безпека MISC websecurity.com.ua

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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