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Summary

CVE CVE-2007-5133

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-09-27 19:17:00 UTC

Updated 2021-07-07 16:10:00 UTC

Description Microsoft Windows Explorer (explorer.exe) allows user-assisted remote attackers to cause a denial of service (CPU consumption) via a certain PNG file with a large tEXt chunk that possibly triggers an integer overflow in PNG chunk size handling, as demonstrated by badlycrafted.png.

Risk And Classification

Problem Types: CWE-189 | CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application 3ware 3dm Disk Management Software All sp1 All All

Application 3ware 3dm Disk Management Software All sp2 All All

Application 3ware 3dm Disk Management Software All sp1 All All

Application 3ware 3dm Disk Management Software All sp2 All All

Operating System Microsoft Windows 2003 Server All All compute_cluster All

Operating System Microsoft Windows 2003 Server All All datacenter All

Operating System Microsoft Windows 2003 Server All All enterprise All

Operating System Microsoft Windows 2003 Server All All itanium All

Operating System Microsoft Windows 2003 Server All All std All

Operating System Microsoft Windows 2003 Server All All storage All

Operating System Microsoft Windows 2003 Server All All wed All

Operating System Microsoft Windows 2003 Server All All x64 All

Operating System Microsoft Windows 2003 Server All All x64-datacenter All

Operating System Microsoft Windows 2003 Server All All x64-enterprise All

Operating System Microsoft Windows 2003 Server All All x64-std All

Operating System Microsoft Windows 2003 Server All All xp-64bit All

Operating System Microsoft Windows 2003 Server All gold All All
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Operating System Microsoft Windows 2003 Server All gold All All

Operating System Microsoft Windows 2003 Server All gold compute_cluster All

Operating System Microsoft Windows 2003 Server All gold datacenter All

Operating System Microsoft Windows 2003 Server All gold enterprise All

Operating System Microsoft Windows 2003 Server All gold itanium All

Operating System Microsoft Windows 2003 Server All gold std All

Operating System Microsoft Windows 2003 Server All gold storage All

Operating System Microsoft Windows 2003 Server All gold wed All

Operating System Microsoft Windows 2003 Server All gold x64 All

Operating System Microsoft Windows 2003 Server All gold x64-datacenter All

Operating System Microsoft Windows 2003 Server All gold x64-enterprise All

Operating System Microsoft Windows 2003 Server All gold x64-std All

Operating System Microsoft Windows 2003 Server All r2 All All

Operating System Microsoft Windows 2003 Server All r2 compute_cluster All

Operating System Microsoft Windows 2003 Server All r2 datacenter All

Operating System Microsoft Windows 2003 Server All r2 enterprise All

Operating System Microsoft Windows 2003 Server All r2 std All

Operating System Microsoft Windows 2003 Server All r2 storage All

Operating System Microsoft Windows 2003 Server All r2 wed All

Operating System Microsoft Windows 2003 Server All r2 x64 All

Operating System Microsoft Windows 2003 Server All r2 x64-datacenter All

Operating System Microsoft Windows 2003 Server All r2 x64-enterprise All

Operating System Microsoft Windows 2003 Server All r2 x64-std All

Operating System Microsoft Windows 2003 Server All sp1 All All

Operating System Microsoft Windows 2003 Server All sp1 compute_cluster All

Operating System Microsoft Windows 2003 Server All sp1 datacenter All

Operating System Microsoft Windows 2003 Server All sp1 enterprise All

Operating System Microsoft Windows 2003 Server All sp1 std All

Operating System Microsoft Windows 2003 Server All sp1 storage All

Operating System Microsoft Windows 2003 Server All sp1 wed All

Operating System Microsoft Windows 2003 Server All sp2 All All

Operating System Microsoft Windows 2003 Server All sp2 compute_cluster All

Operating System Microsoft Windows 2003 Server All sp2 datacenter All

Operating System Microsoft Windows 2003 Server All sp2 enterprise All

Operating System Microsoft Windows 2003 Server All sp2 itanium All

Operating System Microsoft Windows 2003 Server All sp2 std All
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Operating System Microsoft Windows 2003 Server All sp2 storage All

Operating System Microsoft Windows 2003 Server All sp2 wed All

Operating System Microsoft Windows 2003 Server All sp2 x64 All

Operating System Microsoft Windows 2003 Server - All All All

Operating System Microsoft Windows 2003 Server All All compute_cluster All

Operating System Microsoft Windows 2003 Server All All datacenter All

Operating System Microsoft Windows 2003 Server All All enterprise All

Operating System Microsoft Windows 2003 Server All All itanium All

Operating System Microsoft Windows 2003 Server All All std All

Operating System Microsoft Windows 2003 Server All All storage All

Operating System Microsoft Windows 2003 Server All All wed All

Operating System Microsoft Windows 2003 Server All All x64 All

Operating System Microsoft Windows 2003 Server All All x64-datacenter All

Operating System Microsoft Windows 2003 Server All All x64-enterprise All

Operating System Microsoft Windows 2003 Server All All x64-std All

Operating System Microsoft Windows 2003 Server All All xp-64bit All

Operating System Microsoft Windows 2003 Server All gold All All

Operating System Microsoft Windows 2003 Server All gold compute_cluster All

Operating System Microsoft Windows 2003 Server All gold datacenter All

Operating System Microsoft Windows 2003 Server All gold enterprise All

Operating System Microsoft Windows 2003 Server All gold itanium All

Operating System Microsoft Windows 2003 Server All gold std All

Operating System Microsoft Windows 2003 Server All gold storage All

Operating System Microsoft Windows 2003 Server All gold wed All

Operating System Microsoft Windows 2003 Server All gold x64 All

Operating System Microsoft Windows 2003 Server All gold x64-datacenter All

Operating System Microsoft Windows 2003 Server All gold x64-enterprise All

Operating System Microsoft Windows 2003 Server All gold x64-std All

Operating System Microsoft Windows 2003 Server All r2 All All

Operating System Microsoft Windows 2003 Server All r2 compute_cluster All

Operating System Microsoft Windows 2003 Server All r2 datacenter All

Operating System Microsoft Windows 2003 Server All r2 enterprise All

Operating System Microsoft Windows 2003 Server All r2 std All

Operating System Microsoft Windows 2003 Server All r2 storage All

Operating System Microsoft Windows 2003 Server All r2 wed All

Operating System Microsoft Windows 2003 Server All r2 x64 All
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Operating System Microsoft Windows 2003 Server All r2 x64 All

Operating System Microsoft Windows 2003 Server All r2 x64-datacenter All

Operating System Microsoft Windows 2003 Server All r2 x64-enterprise All

Operating System Microsoft Windows 2003 Server All r2 x64-std All

Operating System Microsoft Windows 2003 Server All sp1 All All

Operating System Microsoft Windows 2003 Server All sp1 compute_cluster All

Operating System Microsoft Windows 2003 Server All sp1 datacenter All

Operating System Microsoft Windows 2003 Server All sp1 enterprise All

Operating System Microsoft Windows 2003 Server All sp1 std All

Operating System Microsoft Windows 2003 Server All sp1 storage All

Operating System Microsoft Windows 2003 Server All sp1 wed All

Operating System Microsoft Windows 2003 Server All sp2 All All

Operating System Microsoft Windows 2003 Server All sp2 compute_cluster All

Operating System Microsoft Windows 2003 Server All sp2 datacenter All

Operating System Microsoft Windows 2003 Server All sp2 enterprise All

Operating System Microsoft Windows 2003 Server All sp2 itanium All

Operating System Microsoft Windows 2003 Server All sp2 std All

Operating System Microsoft Windows 2003 Server All sp2 storage All

Operating System Microsoft Windows 2003 Server All sp2 wed All

Operating System Microsoft Windows 2003 Server All sp2 x64 All

Operating System Microsoft Windows 2003 Server - All All All

Operating System Microsoft Windows Server 2003 All All All All

Operating System Microsoft Windows Server 2003 All - All All

Operating System Microsoft Windows Server 2003 All sp1 All All

Operating System Microsoft Windows Server 2003 All sp2 All All

Operating System Microsoft Windows Vista All All All All

Operating System Microsoft Windows Vista All All business All

Operating System Microsoft Windows Vista All All enterprise All

Operating System Microsoft Windows Vista All All home_basic All

Operating System Microsoft Windows Vista All All home_premium All

Operating System Microsoft Windows Vista All All starter All

Operating System Microsoft Windows Vista All All ultimate All

Operating System Microsoft Windows Vista All All x64 All

Operating System Microsoft Windows Vista All All x64-business All

Operating System Microsoft Windows Vista All All x64-home_basic All

Operating System Microsoft Windows Vista All gold All All
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Operating System Microsoft Windows Vista All gold x64 All

Operating System Microsoft Windows Vista - All All All

Operating System Microsoft Windows Vista All All All All

Operating System Microsoft Windows Vista All All business All

Operating System Microsoft Windows Vista All All enterprise All

Operating System Microsoft Windows Vista All All home_basic All

Operating System Microsoft Windows Vista All All home_premium All

Operating System Microsoft Windows Vista All All starter All

Operating System Microsoft Windows Vista All All ultimate All

Operating System Microsoft Windows Vista All All x64 All

Operating System Microsoft Windows Vista All All x64-business All

Operating System Microsoft Windows Vista All All x64-home_basic All

Operating System Microsoft Windows Vista All gold All All

Operating System Microsoft Windows Vista All gold x64 All

Operating System Microsoft Windows Vista - All All All

Operating System Microsoft Windows Xp All All 64bit All

Operating System Microsoft Windows Xp All All embedded All

Operating System Microsoft Windows Xp All All ibm_oem All

Operating System Microsoft Windows Xp All All media_center All

Operating System Microsoft Windows Xp All All pro All

Operating System Microsoft Windows Xp All All tablet_pc All

Operating System Microsoft Windows Xp All All x64 All

Operating System Microsoft Windows Xp All gold All All

Operating System Microsoft Windows Xp All gold embedded All

Operating System Microsoft Windows Xp All gold media_center All

Operating System Microsoft Windows Xp All gold pro All

Operating System Microsoft Windows Xp All gold tablet_pc All

Operating System Microsoft Windows Xp All sp1 All All

Operating System Microsoft Windows Xp All sp1 64bit All

Operating System Microsoft Windows Xp All sp1 embedded All

Operating System Microsoft Windows Xp All sp1 ibm_oem All

Operating System Microsoft Windows Xp All sp1 media_center All

Operating System Microsoft Windows Xp All sp1 pro All

Operating System Microsoft Windows Xp All sp1 tablet_pc All

Operating System Microsoft Windows Xp All sp2 All All
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Operating System Microsoft Windows Xp All sp2 embedded All

Operating System Microsoft Windows Xp All sp2 media_center All

Operating System Microsoft Windows Xp All sp2 pro All

Operating System Microsoft Windows Xp All sp2 tablet_pc All

Operating System Microsoft Windows Xp All sp2 x64 All

Operating System Microsoft Windows Xp - All All All

Operating System Microsoft Windows Xp All All 64bit All

Operating System Microsoft Windows Xp All All embedded All

Operating System Microsoft Windows Xp All All ibm_oem All

Operating System Microsoft Windows Xp All All media_center All

Operating System Microsoft Windows Xp All All pro All

Operating System Microsoft Windows Xp All All tablet_pc All

Operating System Microsoft Windows Xp All All x64 All

Operating System Microsoft Windows Xp All gold All All

Operating System Microsoft Windows Xp All gold embedded All

Operating System Microsoft Windows Xp All gold media_center All

Operating System Microsoft Windows Xp All gold pro All

Operating System Microsoft Windows Xp All gold tablet_pc All

Operating System Microsoft Windows Xp All sp1 All All

Operating System Microsoft Windows Xp All sp1 64bit All

Operating System Microsoft Windows Xp All sp1 embedded All

Operating System Microsoft Windows Xp All sp1 ibm_oem All

Operating System Microsoft Windows Xp All sp1 media_center All

Operating System Microsoft Windows Xp All sp1 pro All

Operating System Microsoft Windows Xp All sp1 tablet_pc All

Operating System Microsoft Windows Xp All sp2 All All

Operating System Microsoft Windows Xp All sp2 embedded All

Operating System Microsoft Windows Xp All sp2 media_center All

Operating System Microsoft Windows Xp All sp2 pro All

Operating System Microsoft Windows Xp All sp2 tablet_pc All

Operating System Microsoft Windows Xp All sp2 x64 All

Operating System Microsoft Windows Xp - All All All
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CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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