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CVE CVE-2007-5137
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-09-28 21:17:00 UTC
Updated 2026-04-23 00:35:47 UTC
Description Buffer overflow in the Readlmage function in generic/tkimgGIF.c in Tcl (Tcl/Tk) 8.4.13 through 8.4.15 allows remote attacke

/ |

Risk And Classification

Primary CVSS: v2.0 6.8 from nvd@nist.gov

AV:N/AC:M/Au:N/C:P/I:P/A:P

Problem Types: CWE-119 | n/a

CVSS v2.0 Breakdown

\ccess Vector
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AV:N/AC:M/Au:N/C:P/I:P/A:P

w [0

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Tel Tk Tel Tk 8.4.13 All All All


https://cve.report/
https://cve.report/CVE-2007-5137/mitre
https://cve.report/CVE-2007-5137/nist
https://cve.report/CVE-2007-5137/cve_org
https://cve.report/api/cve/CVE-2007-5137.json
https://cve.report/CVE-2007-5137.pdf
http://cve.report/vendor/tcl_tk
http://cve.report/software/tcl_tk/tcl_tk

Application Tel Tk Tel Tk 8.4.14 All All All

Application Tel Tk Tel Tk 8.4.15 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Source

[SECURITY] Fedora 7 Update: tk-8.4.13-6.fc7 af854a83a-2127-422b-91ae-3
Security Announcement af854a3a-2127-422b-91ae-3
Support / Security / Advisories / / MDKSA-2007:200 | Mandriva af854a83a-2127-422b-91ae-3
Gentoo update for tk - Advisories - Secunia af854a3a-2127-422b-91ae-3
Ubuntu update for tk - Advisories - Secunia af854a83a-2127-422b-91ae-3
Tk GIF Processing Buffer Overflow Vulnerabilities - Advisories - Secunia af854a3a-2127-422b-91ae-3
Repository / Oval Repository af854a83a-2127-422b-91ae-3
Mandriva update for tk - Advisories - Secunia af854a3a-2127-422b-91ae-3
Fedora update for tk - Advisories - Secunia af854a83a-2127-422b-91ae-3
Debian -- Security Information -- DSA-1743-1 libtk-img af854a3a-2127-422b-91ae-3

Gentoo Bug 192539 - dev-lang/tk < 8.4.15-r1 GIF Readlmage() Buffer overflow vulnerability (CVE-2007-5137) af854a3a-2127-422b-91ae-3

SourceForge.net: Files af854a83a-2127-422b-91ae-3
Support af854a83a-2127-422b-91ae-3
SUSE Update for Multiple Packages - Advisories - Secunia af854a3a-2127-422b-91ae-3
Gentoo Linux Documentation -- Tk: Buffer overflow af854a3a-2127-422b-91ae-3
Debian update for libtk-img - Secunia Advisories - Vulnerability Information - Secunia.com af854a3a-2127-422b-91ae-3
USN-529-1: Tk vulnerability | Ubuntu af854a3a-2127-422b-91ae-3
Tcl/Tk Readlmage Buffer Overflow Vulnerability af854a3a-2127-422b-91ae-3
Red Hat update for tk - Advisories - Secunia af854a3a-2127-422b-91ae-3
[VIM] clarification on multiple Tk overflow issues af854a83a-2127-422b-91ae-3
CVE Program record CVE.ORG

NVD vulnerability detail NVD
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Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2007-10-09 Mark J Cox  Red Hat is aware of this issue and is tracking it via the following bug: https://bugzilla.redhat.com,
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http://cve.report/vendor/tcl_tk
http://cve.report/software/tcl_tk/tcl_tk
http://cve.report/vendor/tcl_tk
http://cve.report/software/tcl_tk/tcl_tk
http://cve.report/vendor/na
http://cve.report/software/na/n/a
https://www.redhat.com/archives/fedora-package-announce/2007-October/msg00261.html
http://www.novell.com/linux/security/advisories/2007_20_sr.html
http://www.mandriva.com/security/advisories?name=MDKSA-2007:200
http://secunia.com/advisories/27086
http://secunia.com/advisories/27207
http://secunia.com/advisories/26942
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A9540
http://secunia.com/advisories/27295
http://secunia.com/advisories/27182
http://www.debian.org/security/2009/dsa-1743
http://bugs.gentoo.org/show_bug.cgi?id=192539
http://sourceforge.net/project/shownotes.php?release_id=541207
http://www.redhat.com/support/errata/RHSA-2008-0136.html
http://secunia.com/advisories/27229
http://security.gentoo.org/glsa/glsa-200710-07.xml
http://secunia.com/advisories/34297
http://www.ubuntu.com/usn/usn-529-1
http://www.securityfocus.com/bid/25826
http://secunia.com/advisories/29069
http://www.attrition.org/pipermail/vim/2007-October/001826.html
https://www.cve.org/CVERecord?id=CVE-2007-5137
https://nvd.nist.gov/vuln/detail/CVE-2007-5137

There are currently no legacy QID mappings associated with this CVE.
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