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CVE CVE-2007-5162
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback
Published 2007-10-01 05:17:00 UTC
Updated 2018-10-1521:41:00 UTC

Description The connect method in lib/net/http.rb in the (1) Net::HTTP and (2) Net::HTTPS libraries in Ruby 1.8.5 and 1.8.6 does not ve
i

/ ]

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ruby-lang Ruby 185 All All All

Application Ruby-lang Ruby 1.8.6 All All All

Application Ruby-lang Ruby 1.8.5 All All All

Application Ruby-lang Ruby 1.8.6 All All All
References

Reference Source Link

[ruby] Revision 13500 CONFIRM  svn.ruby-lang.org

SecurityReason - Ruby Net::HTTPS library does not validate server certificate CN SREASON  securityreason.com

Fedora update for ruby - Advisories - Secunia SECUNIA secunia.com

rhn.redhat.com | Red Hat Support REDHAT www.redhat.com

Fedora update for ruby - Advisories - Secunia SECUNIA secunia.com

www.isecpartners.com/advisories/2007-006-rubyssl.txt MISC www.isecpartners.com

Ruby Net::HTTP SSL Insecure Certificate Validation Weakness BID www.securityfocus.com

Debian -- Security Information -- DSA-1412-1 ruby1.9 DEBIAN www.debian.org

Red Hat update for ruby - Advisories - Secunia SECUNIA secunia.com

[ruby] Revision 13504 CONFIRM  svn.ruby-lang.org
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Support / Security / Advisories / / MDVSA-2008:029 | Mandriva
Debian -- Security Information -- DSA-1410-1 ruby1.8

[SECURITY] Fedora Core 6 Update: ruby-1.8.5.113-1.fc6

SUSE Update for Multiple Packages - Advisories - Secunia

Debian update for ruby1.8 - Advisories - Secunia

Red Hat update for ruby - Advisories - Secunia

Ruby Modules Common Name Verification Security Issues - Advisories - Secunia
[ruby] Revision 13499

Debian update for libopenssl-ruby - Advisories - Secunia
[SECURITY] Fedora 7 Update: ruby-1.8.6.111-1.fc7

Security Announcement

[SECURITY] Fedora 7 Update: ruby-1.8.6.110-1.fc7

SecurityFocus

Debian -- Security Information -- DSA-1411-1 libopenssl-ruby
USN-596-1: Ruby vulnerabilities | Ubuntu

Repository / Oval Repository

Ubuntu update for ruby - Advisories - Secunia

Debian update for ruby1.9 - Advisories - Secunia

IBM X-Force Exchange

SecurityFocus

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
Mandriva update for ruby - Advisories - Secunia

Bug 313791 — CVE-2007-5162 ruby Net:HTTP insufficient verification of SSL certificate [F7]
rhn.redhat.com | Red Hat Support
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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