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Summary

CVE CVE-2007-5200

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-10-14 18:17:00 UTC

Updated 2018-10-30 16:27:00 UTC

Description hugin, as used on various operating systems including SUSE openSUSE 10.2 and 10.3, allows local users to overwrite arbitrary files via a symlink attack on the hugin_debug_optim_results.txt temporary file.

Risk And Classification

Problem Types: CWE-59

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Opensuse Opensuse 10.2 All All All

Operating System Opensuse Opensuse 10.3 All All All

Operating System Opensuse Opensuse 10.2 All All All

Operating System Opensuse Opensuse 10.3 All All All

References

Reference Source Link Tags

hugin Insecure Temporary File Creation Vulnerability BID www.securityfocus.com

SUSE Update for Multiple Packages - Advisories - Secunia SECUNIA secunia.com Vendor Advisory

[SECURITY] Fedora 7 Update: hugin-0.6.1-11.fc7 FEDORA www.redhat.com

Hugin "hugin_debug_optim_results.txt" Insecure Temporary File - Advisories - Secunia SECUNIA secunia.com Vendor Advisory

Security Announcement SUSE www.novell.com

42224 OSVDB osvdb.org

Gentoo Linux Documentation -- Hugin: Insecure temporary file creation GENTOO security.gentoo.org

Fedora update for hugin - Advisories - Secunia SECUNIA secunia.com Vendor Advisory

Gentoo update for hugin - Advisories - Secunia SECUNIA secunia.com Vendor Advisory

362851 – CVE-2007-5200 hugin unsafe temporary file usage [F7] CONFIRM bugzilla.redhat.com

https://cve.report/
https://cve.report/CVE-2007-5200/mitre
https://cve.report/CVE-2007-5200/nist
https://cve.report/CVE-2007-5200/cve_org
https://cve.report/api/cve/CVE-2007-5200.json
https://cve.report/CVE-2007-5200.pdf
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/opensuse
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/opensuse
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/opensuse
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/opensuse
http://www.securityfocus.com/bid/26730
http://secunia.com/advisories/27229
https://www.redhat.com/archives/fedora-package-announce/2007-November/msg00199.html
http://secunia.com/advisories/27623
http://www.novell.com/linux/security/advisories/2007_20_sr.html
http://osvdb.org/42224
http://security.gentoo.org/glsa/glsa-200712-01.xml
http://secunia.com/advisories/27653
http://secunia.com/advisories/27952
https://bugzilla.redhat.com/show_bug.cgi?id=362851


Bug 332401 – CVE-2007-5200 hugin unsafe temporary file usage CONFIRM bugzilla.redhat.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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